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Abstract— This paper proposes new approaches to enhance
the security of wireless sensor networks. Two randomized array
transmission schemes are developed to secure wireless sensor
networks at the physical layer. Transmission secrecy can be
guaranteed by either the inherent ambiguities of MIMO blind
equalization or the intentionally created ambiguities. Perfect
secrecy is shown to be realizable under certain conditions. The
schemes do not require secret keys, and work under more
relaxed assumptions than existing techniques. They are useful
for secure wireless data transmission or key distribution in
wireless sensor networks.

Index Terms— sensor networks, antenna array, perfect se
crecy, physical layer information assurance

I. INTRODUCTION

Information security has become one of the major concerns
for wireless networks. This is also true for wireless sensor
networks or the future robotic networks. Compared with
wireline networks, wireless sensor networks lack a phys-
ical boundary due to the broadcasting nature of wireless
transmissions. This unique physical-layer weakness calls for
innovative physical-layer security designs in addition to, and
integrated with, the traditional data encryption approaches.

Existing physical-layer security techniques may be clas-
sified into three categories: i) power approach like beam-
forming and directional transmissions, ii) code approach like
spread-spectrum, and iii) channel approach like [1]. They
usually depend on some strong assumptions for secrecy, such
as the unauthorized user has null-receiving energy, has no in-
formation of the spreading codes or the propagation channel.
Such strong assumptions can be easily violated. In particular,
the unauthorized user may use blind equalization to estimate
channels, which causes many channel-based approaches such
as [1] to lose secrecy.

In this paper, we propose new physical-layer transmis-
sion techniques to realize secrecy under more reasonable
assumptions. We assume that the unauthorized user may have
better received signal quality and knows all the transmission
protocols. There are no secret keys shared by the transmitters
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The block diagram of array transmission.

and the authorized user before transmission, and both of them
have no knowledge of the unauthorized user.

We exploit two special properties of wireless transmissions
for secure designs. First, signals received by the authorized
sensor node (or user) and the unauthorized nodes (or user)
are different because their channels are different. Second,
channels between the transmitters and the authorized user
can be reciprocal [2] (but they are not assumed always
reciprocal). Our primary objective is to develop randomized
array transmission schemes for computational secrecy, though
perfect secrecy [3] is shown to be realizable under some
circumstances.

This paper is organized as follows. The transmission
framework is setup in Section II, whereas two transmission
schemes are developed in Section III and I'V. Simulations are
then given in Section V and conclusions are in Section VI.

II. SYSTEM DESCRIPTION

We consider a wireless sensor network where sensors com-
municate with a mobile agent which has J transmitting an-
tennas, which are denoted as J transmitters. A beamforming-
like array transmission procedure shown in Fig. 1 is used by
the J transmitters. A symbol sequence {b(n)} is fed to all J
transmitters, and is processed with single-tap weights w;(n)
and delays §;. The transmitted signal from the transmitter ¢
is s;(n).

With flat fading propagation, the authorized user receives
signal

J
z(n) = Z hisi(n) +o(n) 2 hfs(n) +o(n), (1)
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where v(n) denotes AWGN with zero-mean and variance
o2, channels h} are independent complex circular symmetric

. .. . . . A
Gaussian distributed with zero-mean and unit variance, h =
[hla"' ,hJ]T, and

s1(n) wi(n)

2

s(n)

SJ.(TZ) wJ(n)

In this paper, (-)*, ()7, and (-)# denote conjugation, transpo-
sition and Hermitian, respectively. Since channel estimation
is required, we assume that h is block fading [1], i.e., it is
constant or slowly time-varying when transmitting a block
of symbols but may change randomly between blocks. The
symbols b(n) are independent uniformly distributed with
zero-mean and unit variance.

The unauthorized user may use multiple receiving antennas
for better interception, and the interception becomes much
easier with a flat-fading channel model. Therefore, we con-
sider the worst case (to the transmitters and the authorized
user) where the unauthorized user receives synchronized
signals with M receiving antennas

xu(n) = Hyw(n)b(n) + vy (n), 3)
where x,(n) = [zy1(n), ,zum(n)]T, vu(n) is the
corresponding noise vector, and the channel matrix

hu,1,1(0) hu1,7(0)
H, = : : . @)
hou,n1,1(0) T, nt,7(0)

Each element in H,, has the same distribution as h;, but is
independent from h;.

In this paper, we focus only on the security of the downlink
transmission (from the mobile agent to the authorized user).
Once the downlink is secured, the uplink can be easily
secured by using similar techniques and/or by exchanging
encryption keys frequently.

III. SECURE TRANSMISSION WITH INHERENT AMBIGUITY

In this section, we assume that the unauthorized user does
not know the channels h and H,,. But it may try to estimate
them by training/blind methods, or by a brute-force search
of all possible channels. The transmitters and the authorized
user do not know all channels either, and have no ways to
estimate H,,.

A. Transmission and receiving procedure

In order to achieve transmission secrecy, according to the
received signal

z(n) = hfw(n)b(n) +v(n), 5)

our basic idea is to make h*w(n) deterministic but H, w(n)
changing randomly in each symbol interval. Therefore, we
design the transmitting weights vector w(n) such that

h"w(n) = ||hl, (6)

where ||h| = \/E;}:1 |hi|2, and exploit the degrees of

freedom in w(n) for randomization purpose. The authorized
user can detect symbols as b(n) = ||h| " z(n), where ||h]2
can be estimated as + »_,_; |z(n)[*.

To implement this transmission scheme, the channel h has
to be known to the transmitters instead of the receiver. There
are at least two ways for the transmitters to estimate the
channel h. First, if the downlink and uplink channels are
reciprocal, the transmitters can estimate h directly from the
uplink received signals. This is the case in fast time-division-
duplexing (TDD) transmissions [2].

The second way is to ask the authorized user to feedback
some received signal information to the transmitters. Since
explicit training should be avoided, the transmitters can send
a training sequence randomized by w(n) which are known to
themselves only. The authorized user estimates and feedbacks
y(n) = hf'w(n), with which the transmitters can estimate
channel h based on their knowledge of w(n).

B. Transmitting weights design

Before presenting our designs, we first show that tradi-
tional transmit beamforming methods do not guarantee se-
crecy although they are optimal in terms of performance and
power efficiency. A typical transmit beamforming method
uses w(n) = h/|/hl||. In this case, the received signal of the
unauthorized user is x,,(n) = (H,h/|hl||)b(n)+v.(n), from
which many blind equalizers including the constant modulus
algorithm (CMA) can be applied for symbol detection. The
same holds for other designs of w(n) that are not random.
This explains why we should use randomized array transmis-
sions.

More generally, w(n) can be obtained from the singular
value decomposition (SVD) of h, i.e., h? = UDVH,
in which case w(n) can be calculated as w(n) =
V|1, z2(n), - ,zs(n)]T where z;(n) can be arbitrary. Such
a classic approach does not have any secrecy even if w(n)
is randomized by choosing randomly z;(n). For example,
CMA may be used to estimate symbols from

Xu(n) — Huv{zjn)]b(n)wu(n). 7

Since the above transmit beamforming are designed for
optimal transmission power, there may be always a tradeoff of
transmission power for secrecy. Based on this observation, we
design transmitting weights with relaxed power requirement.
The trade-off of transmission power for secrecy is necessary
when enhanced secrecy is required. Because the mobile agent
can be considered as without severe energy constraints, such
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increased transmission power can be tolerable. Note that we
do not increase the power consumption of receivers, i.e.,
Sensors.

We first select randomly an h; from h, then choose
randomly w;(n), 1 < 35 < J and j # i
For example, we can draw wj;(n) from an iid.
complex Gaussian random process. Denote z;(n) =

[wi(n), -+, wi—1(n),wit1(n), - ,wy(n)]’ and h; =
(1, hi—1,hiz1,- - ,hy]T. The weights vector is calcu-
lated as
[bl|=h{z;(n)
w(n)=P; h; . (8)
z;(n)

The matrix P; is a J x J commutation matrix whose function
is to insert the first row of the following vector into the ith
row. Since h; is chosen randomly, P; is also random.

One of the major advantages of this scheme (we denote
it as Scheme 1) is linear computational complexity. Efficient
computation is important because w(n) are recalculated in
each symbol interval.

C. Transmission power

Although we do not explicitly apply any power constraints
on w(n), the transmission power can be statistically con-
trolled by adjusting the mean and variance of the random
variables w;(n), j # 1.

Let us consider the case that the mean and variance are
zero and o2, respectively. Since small h; in (8) increases
power, we need to select proper threshold o and choose those
h; that satisfy |h;|? > .

Proposition 1. With Rayleigh fading channels, if the coef-
ficients are selected with threshold «, then the expected total
transmission power is

Po=J-1Dc*+14+(J =11 +HT(0,a). (9)

Proof. See Appendix A.

If the channel h is slowly time-varying or even constant
for a long time, we need to avoid the case that the power of
one of the transmitters is exceptionally larger than the others.
Otherwise the array transmission behaves as that with a single
transmitter, and security can be compromised. Therefore, we
have to constrain as well the ratio of the transmission power
of the ith transmitter to that of the jth transmitter. The power
ratio can be obtained from (9) as

Py 14+ (=11 +0*)r(0,0)
Pt7j o 0'2 '

(10)

Larger o2 increases P, but decreases P, ;/P, ;. Since both
P, and P, ;/ P, ; should be small, there is a trade-off between
them when choosing 0. The same holds for choosing a.

D. Transmission secrecy of Scheme 1

Since we have removed explicit training, the unauthorized
user has no training available for channel estimation. If the
channels are reciprocal, then the transmitters can estimate
channel h from any uplink signal transmitted by the autho-
rized user in TDD, without leaking channel information to
the unauthorized user. On the other hand, if the transmitters
depend on feedback from the authorized user for channel
estimation, then the secrecy relies on the security of the
feedback data. If the feedback data are not secure, the secrecy
of the downlink transmission can be lost. For example,
if the unauthorized user has intercepted the feedback data
y(n), n =1,---,J, then together with its own estimations
yu(n) = Hyw(n), n = 1,---,J, it can derive a vector
h#H; . By this vector, it can intercept symbols b(n) from
Xy (N).

Therefore, before using feedback for channel estimation,
a secure initialization method has to be adopted for the sub-
sequent feedback-based data transmission to become secure.
We can exploit the reciprocal channel property to realize this
objective. The advantage is that no secret keys are required
before transmission, which is important considering that
key distribution is usually a major weakness for traditional
security techniques.

Without training, the unauthorized user may turn to blind
equalizers. So the transmitters need to remove any constant
modulus information from s;(n), which is done by random-
izing w;(n). Then the secrecy of Scheme 1 comes from the
fact that the received signal (3) of the unauthorized user
is with a multiple-input multiple-output (MIMO) channel
model. It is well known that blind MIMO channel estimation
has an inherent matrix ambiguity if no source property can
be exploited [4]. In fact, the unknown source statistics makes
the ambiguity matrix arbitrary, not only unitary.

If the blind equalization is not applicable, the last way left
for the unauthorized user is to try a brute-force search of all
possible channels H,, (or, strictly speaking, all J x J ambigu-
ity matrices) and h. Let us assume that the unauthorized user
uses K -level quantization for each single value (a complex
number has two such values). Then the brute-force search
needs to consider at least K (/) possible combinations of
H, and K2/ possible combinations of h. This gives an
overall complexity F2/(2/+1),

With J = 4 and QPSK transmission, in order to achieve
bit-error-rate (BER) under 0.1, by simulations we find K > 4
even in the noiseless case. When K = 4, the complexity
becomes 42X4x(2x4+1) — 9144 yhich gives security well
above the encryption with a 128-bit key.

IV. SECURE TRANSMISSION WITH INTENTIONAL
AMBIGUITY

In this section, we develop another transmission scheme
which achieves secrecy even if the unauthorized user knows
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its own channel H,. This would effectively simplify the
design of physical-layer secured wireless networks. We as-
sume that the unauthorized user knows H,, but not h, and
has extremely high SNR or even noiseless signal. Such
assumptions make our approach distinct from most existing
physical-layer security studies such as [1].

A. Create intentional ambiguity

With the known H,,, the signals of the unauthorized user
(3) can be simplified to

Xy (n) = w(n)b(n), (11)

where the noise is skipped under the assumption of high SNR.
Since the unauthorized user may know the signal model of
the authorized user (5)-(6) (but does not know h, w(n) and
b(n)), a brute-force search with much reduced complexity
can be applied, during which it simply checks every possible
h with (11) to see whether the rule of finite symbol alphabet
is satisfied. This procedure may break the secrecy with a
complexity K27 only.

To resolve this weakness, one way is to make h time-
varying, which can increase the complexity of the brute-force
method in low SNR but is not effective in high SNR or
noiseless cases. To guarantee secrecy under (11), we propose
to introduce intentional ambiguity in addition to creating
time-varying channels.

Instead of using (8) to find w(n), we generate a J x (J—1)

random matrix F = [f;,--- ,f;_1], where each f; isa J x 1

vector. The matrix F is known to the transmitters only. Let
[[£1]|e1(n)

a(n) = N s (12)

1£7-1lles-1(n)

where {c;(n)}, 1 <14 < J — 1, are secret sequences known
only to the transmitters. We make each column of the matrix
F to have the same distribution as h. Then we calculate w(n)

by solving [ gi ]W(n) _ [ 5'1'&”) } (13)

This method is denoted as Scheme 2. For the authorized user,
the received signal is still (5) and (6).

The power efficiency of this scheme can be made much
higher than Scheme 1 because the problem of inverting small
h; is gone. The lower bound of total transmission power is

E[llw(n)[I] > E [|I[b, F]| [, a” (n)]"[?] = 1. (14)
However, the unit lower bound usually can not be obtained.

B. Transmission secrecy of Scheme 2

Proposition 2. The unauthorized user can not discrimi-
nate h from any column f; of F, ie., Plh|{x,(n)}] =
P[f;|{xu(n)}], 1 <i < J—1, where {x,(n)} denotes the
sequence including all the available samples.
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Proof. See Appendix B.

Proposition 2 means that the unauthorized user can not
discriminate b(n) from ¢;(n)b(n), which is the ambiguity
created intentionally. However, if the number of vectors h
and f; that satisfy (13) is finite, then the unauthorized user can
use brute-force search to determine which sequence among
{b(n)} and {¢;(n)b(n) : 1 <i < J—1} is more meaningful
by recovering them to message sequences.

Therefore, we need to create suitably time-varying chan-
nels in order to make the brute-force search computation-
ally prohibitive. Time-varying channels can be intentionally
created by moving randomly transmitting antennas, or by
choosing different antenna subsets from a large array. Each
channel realization is used to transmit a short block of
symbols with a suitable F. As long as the determination
of {b(n)} requires a sufficiently large number of blocks,
computational secrecy can be achieved.

In practice, due to noise and the short block length, the
unauthorized user may not have sufficient statistic measures
for determining even h or f;. Hence computational secrecy
can be guaranteed with a moderate number of symbol blocks.

C. Perfect secrecy

Proposition 3. P[b(n)|{x,(n)}] can be made independent
of b(n) (i.e., prefect secrecy [3]) if h is i.i.d. for each symbol
and the symbols have constant magnitude, i.e., |b(n)| = 1.
Otherwise, P[b(n)|{x,(n)}] may not be independent of b(n)
since the unauthorized user can exploit its knowledge of (6).

Proof. See Appendix C.

Note that the necessary condition, i.e., |b(n)] = 1, is
similar to that in [1], although the latter is obtained under
much stronger assumption that the unauthorized user has no
information of the channel H,,, nor can it estimate H,,.

A possible way for implementing transmissions with per-
fect secrecy is to intentionally create channel variation. With
each new channel realization, a training sequence can be
transmitted for channel estimation. After the transmitters
know the channels, a symbol is transmitted with a random-
ized w(n). The initialization based on channel reciprocity is
still required. Note the channel reciprocity, if available, can
be used for removing feedback and improving data rate.

V. SIMULATIONS

In this section, we show the performance of the proposed
Scheme 1 and 2 for both the authorized user and the
unauthorized user. For comparison purpose, we also give the
performance of the optimal transmit beamforming and the
theoretical BER curve of the Rayleigh fading channel without
diversity. For Scheme 1, we use o = 0.5 and o2 =0.5.

From the simulation results in Fig. 2, we see that Scheme 1
and 2 both have similar performance as the optimal transmit
beamforming. They all exploit the diversity of J = 4
transmitters. The unauthorized user can not intercept symbols
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using the blind equalization with 8 receiving antennas and
sufficiently good channels.

The transmission powers for Schemes 1 and 2 as well
as beamforming are compared in Fig. 3. Scheme 1 requires
the largest total transmitting power. Such increase in power
consumption is due to the lack of optimization when calculat-
ing transmitting coefficients w(n). In addition, the standard
deviation of power consumption among 5000 runs is also
shown. For Scheme 1, when J is small, especially when
J = 2, the standard deviation becomes large because small
h; have to be chosen.

VI. CONCLUSIONS

This paper develops two randomized array transmission
schemes for transmission security in wireless sensor networks
where mobile agents with antenna arrays can be used for ex-
treme physical-layer security. Although we have considered
only flat-fading channels, such schemes can be extended to
frequency selective fading channels with similar performance
and security [5]. The proposed methods can be useful for
future wireless sensor networks, or even battle field robotic
networks, where extreme security is highly required.
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APPENDIX A
PROOF OF PROPOSITION 1

If channels are random, then the ensemble average of the
power becomes

12
P = E[Pip) = (J-1)o*+1+E [||2f||2 } (1+02). (15)

Since the channel coefficients are independent from each
other, we have

Po=(J-1)c*+1+(J-1)(1+*)E] (16)

At

Because |h;|? has exponential distribution, we have
1 <1 2

El—] = Pl =1(0, ). 17

)=, e e =0 an

Hence (9) is obtained.

APPENDIX B
PROOF OF PROPOSITION 2

Considering the maximum a posteriori (MAP) detector for
h, the unauthorized user has

Plhl{xy(n)}]

— Pl bl s

— P} oo

— P BP0 o
Because of (6), one element of w(n) is completely de-
termined by others given h. Without loss of generality,
let wy(n) be determined by random variables z;(n) =
[wa(n), -+ ,ws(n)]T. Then

Plh|{x.(n)}] = P[{Zl(n)}]P[{b(n)}]%.

Similarly, if the unauthorized user considers f; instead of h,
it has

P[t|{xu(n)}] = P[{Z1(n)}]P[{b(”)}]%'

Because P[f;] = P[h], the proposition is proved.

(18)

19)

(20)

APPENDIX C
PROOF OF PROPOSITION 3

Since w(n) is randomly and independently generated in
each symbol interval, if the channel h is i.i.d. for each
symbol, then w(n) is independent from x,(m) for any
m # n. The same conclusion holds for b(n). Therefore,
Plb(n)|{xu(n)}] is equivalent to P[b(n)|x,(n)]. We have
Plb(n)]

Plxy(n)]

_ P[w(n)b(””b(”ﬂ%

Pb(n)lxu(n)] = Plxu(n)lb(n)]
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The pdf of w(n)b(n) given b(n) is mfw(vg((s))), where
fw () denotes the joint pdf of w(n).

Because the channel coefficients in h are jointly Gaussian
with zero mean, the pdf of h is phase symmetric (or phase
invariant), i.e., the probability of he?? is the same as that of
h for any 6. Because w(n) is obtained from h, fw(wW(n))
can also be phase symmetric. This can be seen from the fact
that [he??] [w(n)e’?] = ||he??||. This equation tells us that
if there is a w(n) obtained from h with certain probability,
then for any phase 6, w(n)e’? can be obtained from he’?
with the same probability. Note that different h and he?? do
not share the same w(n).

Therefore, if |b(n)] = 1, then w(n)/b(n) and
w(n) have identical probability, which means that
Fw(w(n)/b(n)) = fulw(n). Hence Pb(n)lxa(n)] =
P[w(n)]P[b(n)]/Plxy(n)]. Since P[b(n)] is constant,
P[b(n)|xy(n)] is independent of b(n).

However, if the channel h is not i.i.d. for each symbol, or
if |b(n)| are not constant, then Wln)‘fw(%) # fw(w(n))
in general. Some information about b(n) may be available
given {x,(n)}.
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