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ABSTRACT is a waste of precious spectrum resource and brings many security

. . . . concerns, especially for military applications.
One of the major challenges to cognitive radios is the synchroniza- P y ¥ app

tion of distributed radios onto the same spectrum white spaces which
vary in time and space. In this paper, we propose a frequency-
hopping spread spectrum transmission scheme which works reliably
without any a priori handshaking assumption. Each cognitive ra-

As an alternative approach, some special MAC (medium access
control) layer protocols are developed for secondary spectrum access
[2]. They rely on the successful data packet transmission acknowl-
edgement (or feedback from receivers) for handshaking and white

space knowledge sharing, which is different from our approach that
does not require any feedback.

dio independently detects white spaces, and then selects one of them
to transmit or receive signals according to a pre-defined frequency
hopping pattern. While exploiting the reliability of the white space
detection capability of cognitive radios, the new scheme is robust to
even large detection errors. According to the accuracy of the spec-
trum sensing, both the secondary data rate and the interference to
primary users can be optimized by adjusting the spreading gain. Its
performance is analyzed and demonstrated by simulations.

In this paper, we attack this coordination challenge by develop-
ing a new transmission scheme that can work reliably without any
initial coordination assumption between the secondary users. Even
in case of large white space detection errors, it can still work re-
liably with low interference to primary users. When the spectrum
sensing becomes more reliable, the transmission data rate can be in-

Index Terms— cognitive radio, dynamic spectrum access, fre-creased without increasing the interference to primary users. We do
quency hopping, frequency shift keying, synchronization not require any special coordination channel, nor the feedback-based
negotiation.

We build such a new transmission scheme within a framework
of frequency-hopping spread spectrum (FHSS) transmission with M-
Cognitive radios have attracted great interests recently. A majary frequency-shift keying (M-FSK) modulation. Because no re-
application of cognitive radios is to support dynamic spectrum aceeiver feedback is required, we consider only the transmission from
cess, i.e., secondary access to spectrum white spaces that the prisecondary transmitter to a secondary receiver. By adjusting the
mary users to whom the spectrum is assigned to are currently nepreading gain, we can conveniently adjust the tradeoff between the
using. This would provide a fundamental way to enhance spectrumnterference to primary users and the data rate of the secondary trans-
efficiency so as to mitigate the spectrum scarcity problem. Cogmissions. Such adjustment can be optimized according to the accu-
nitive radio based dynamic spectrum access has been in extensieey of spectrum sensing. More specifically, when the white space
investigation in both industry and military. Such activities include detection error is large, which happens more often during the initial
the reassignment of a portion of the conventional analog TV spectage of the secondary transmissions, we can increase the spreading
trum for secondary spectrum access, and the well known DARPAain so as to reduce the interference. Then, when the white space
XG program. Much progress has been achieved in spectrum serdetection is reliable enough, which happens more often after the ini-
ing (looking for usable spectrum white spaces) [1], synchronizationial stage of the secondary transmission, we can reduce the spreading
between a pair of secondary users [2], testbed implementation [3§ain in order to increase the secondary transmission data rate without
theoretical performance analysis [4], etc. increasing the interference to primary users.

.In th.'s paper, we a_ddr_ess one of the major challenges to cognitive The use of FHSS naturally meets the requirements of avoiding
radios, i.e., the coordination between a secondary transmitter ano} Qerference to primary users and of quaranteeing security for mili-
secondary receiver in order for them to use the same spectrum Wh#;'a P y 9 g y

space. This problem is also called the transmitter-receiver synchro‘ﬂiu’y applications. We can use a smaller spreading gain for high rate

nization in some publications [2]. Because of the distributed naturgommerc_:lal applications. With respect to transmission security, th'.s
Scheme in fact becomes a full spectrum frequency hopping, which is

of cognitive radios and the uncertainty of the availability of spec- ot : . ; .

. o - 1 -~ extremely difficult for listening or jamming.

trum white spaces, it is difficult to pre-design such synchronization
into the hardware devices. The rest of this paper is organized as follows. In Section 2, the

This “chicken-and-egg” challenge is simplified in some publica-model of cognitive radio and secondary spectrum access is setup.

tions by using a special handshaking channel not occupied by prfi-hen FHSS-FSK transmission is developed and analyzed in Section

mary users [1], [3]. Unfortunately, such a special channel may na8. Simulations are conducted in Section 4 and conclusions are given

be easy to find in practice due to the overly crowded spectrum. [n Section 5.

1. INTRODUCTION



Spectrum E = To indicate whether a channel is spectrum white space, we use
Segment:‘ 0 | 1 | | -1 |
- _ J 1, if fi; available for secondary access
Frequency T T T T T[T T T ws={ g ®
band 1 i 1-1,3-
(channel): ' Considering the mismatch, the secondary transmitter may have de-
tection results
Fig. 1. A wireless spectrum is segmented idtepectrum segments, e .
each of which is further subdivided intd frequency bands. Each ti; = { (1)’ leflsét” is detected available (2)
frequency band is a basic channel for white space detection and sec- ’
ondary spectrum access. whereas the secondary receiver may have some different results

s :{ 1, if fi; is detected available 3)

0, else

2. SYSTEM MODEL o
Because of the lack of coordination between the second trans-

mitter and receiver, any mismatch may potentially make them out of
Consider a wireless spectrum, some portion of which may be oynchronization. As a result, our objective is to design a transmis-
cupied by primary users during some time and in some places. Wson scheme so that the secondary users can perform reliably under
subdivide this spectrum intbspectrum segments which are denotedmismatch probability,.
asF;, wherei = 0,1,--- ,I — 1. Each spectrum segment is further The basic procedure of the secondary spectrum access is that the
subdivided intoJ frequency bands. Each frequency band is a basecondary transmitter and secondary receiver first select a spectrum
sic channel for spectrum sensing and secondary access. As shogggment according to certain pre-defined common hopping pattern,
in Fig. 1, we denote the channel iy ;, which stands for thg® and then conduct white space detection in this segment indepen-
channel in thet® spectrum segment, wheyje= 0,1,--- ,J — 1. dently. From the detection results, each of them picks a channel
Altogether we havé J channels which are licensed to primary usersto access according to another pre-defined hopping pattern and a
but some of them may be available for secondary spectrum accessommon rule. This procedure is repeated until all data are trans-

In this paper, we do not explicitly assume any primary user aC[nitted. Considering the mismatch in white space detection, we only

tivity models. In contrast, we ask the secondary users to detect sk the;“ to r?ccuply a channel for a short time period before hopping
availability of channels before accessing. Specifically, before a sed® another channel.

ondary user selects a channgl; in the spectrum segmet;, it

should have already detected the availability of all thehannels 3. FHSS-FSK TRANSMISSIONS

in this segment;. From [1] we know that white space detection

requires sufficiently long data record, which in our case can be coB.1. Frequency-hopping protocol

lected when the secondary user is using other spectrum segments, o secondary transmitter have a symbol sequepcd: —
Therefore, we do not have to assume full spectrum sensing capaby- K — 1, to transmit to the secondary receiver. Note that the

ity, nor simultaneous reception and trgnsmission in t_he same _cha?’SK symboksy, is in fact a vector. For spread spectrum, each symbol

nel. Note that knowledge about the white spaces obtained previously simply spreaded intd/ chips. Because frequency hopping can

Bﬁarantee security, we simply model the spreading as a repeated

transmission of each symbol by times, each in a different chan-
We consider a pair of secondary users, one transmitter and omel. Therefore, the symbai, is transmitted as a sequence /af

receiver, who want to conduct secondary spectrum access by hoghips

ping among spectrum segments. We consider the extreme case that Sk,m =Sk, m=20,--- M —1. (4)

in each spectrum segment, they just use one channel to conduct ige chips, ,, is transmitted in a channel in the spectrum segment

transmission of one chip. Therefore, the frequency segments aqﬁi‘ where we have modular operation

channels should be reused according to certain predefined hopping

patterns. Because the hopping among spectrum segments is pre- i = (kM +m)|I. (5)

defined, each user can collect data and conduct spectrum sensing ) ) ]

well before using a channel. We do not assume any coordinatioff other words, the symbai; is transmitted in the frequency seg-

or handshaking protocol between the two users, except some predBent sequence;, for i = (kM)|I, - -, (kM + M — 1)|I.

fined pseudo-noise (or specially designed) sequences that are shared, Note that we can also use other more complex spreading proto-
just as a conventional spread spectrum system. cols, such as the direct-sequence spreading based on some spreading

. codes. Note also that the frequency segméftare used sequen-
We assume that each of the secondary users has a certain Whitq|y in a cyclic shifting manner. We may in fact randomize the
space detection error probability. As a matter of fact, besides detegégments as well by some predefined hopping pattern.
tion errors, there is also possibility that a channel is a white space |4 each frequency segme, the transmitter and receiver each
for one of the users, but is occupied near the other user. We ieeds to pick one of the available channgls to transmit a chip.
clude both cases into the mismatch between the transmitter and thg minimize the impact of mismatch, both of them utilize a com-
receiver, and the probability of mismatch is denotegadNote that 1,5 binary sequencfe, }, wherec,, = 1 or 0, to determine the se-

for the majority of the spectrum, detection error is the dominatingetapility of each white space (channel). Specifically, the secondary
factor because the un-symmetric channel exists only in some specighnsmitter calculates the sequence

spectrums, such as when the primary system is the cellular system
and the secondary transmission distance is larger than the cell size. WUij = ti jCkMtm)J+j (6)

may be used to improve the detection accuracy so as to further e
hance performance.



where Note thatv; ;, includes both noise and primary user’s signal, and
- _J 1, if f;; is selectable @)
Wi = 0, else 1, if j1 =7
L. . Ij=j, = 0 if j1 #j (15)
Similarly, the secondary receiver calculates the sequence J17J2

is an indicator function unknown to both the secondary transmitter

Wi j = T jCkM-4m)J+j> 8 i
7 I ARM A m) T+ ® and the secondary receiver.
where From the received FSK samples, ..., the receiver can either
1, if f;; is selectable use coherent demodulation or noncoherent demodulation. The for-
Wi,j = 9) :
0, else mer means phase coherent, so channel knowledge can be used during

Note that the index satisfies the constraint (5). demodulation. The latter does not need phase coherence, nor chan-

Based on the channel selectability results (6)-(9), the secondaf}f! knowledge, so only energy of the received samples is used.

transmitter and receiver use the following simple rule to select 2. For the coherent demodulation, the receiver coherently com-
channel to use: ines the received/ chip samples in order to estimate a symbol,

Channel Selection Rule: Usethefirst selectable channel in each e,

spectrum segment. M—1
Specifically, the secondary transmitter uses the chamnglto yi = Z ij Xk
transmit a chip if v
M-—1 M-—1
Ui, =1, and u;p =0 for 0 <4< j1. 10
o a 7 (10) = > GlLGipli=pskm+ Y Gil,viy,. (16)

The secondary receiver uses the channgl, to collect signal for m=0 m=0
demodulation if The above equation can be decomposed into element-wise represen-

wijy =1, and wig=0 for 0< £ < ja. (1) ‘atonas

M-—1 M-—1

To summarize the transmission procedure, the secondary trans- = LY F s e g
mitter transmits a chigy,,,, in the chaF;meIfi,j1 if w;j, = 1. Otr¥- o = D Vgindl Tii=iasime + D Giaaevins )
erwise, it simply stops transmission in this chip interval. In order to ] )
demodulate the chipy .., the secondary receiver picks up signals Based on the rgsu_lts in (16) or (17), FSK symbols can be detected in
from the channelf; j, if w;,, = 1. Otherwise, it stops receiving the maximum likelihood manner as
during this chip interval. Obviously, ifi = j2, then both the trans- 2
mitter and the receiver have used the same channel, and the transmis- arg X (.l (18)
sion becomes identical to the conventional frequency-hopping sys- )
tem except the extremely large spectrum to hop. On the other hantjote that this procedure does not requiye-;, to be known.
if j1 # jo, then there is a mismatch (or loss of synchronization) be- For the noncoherent demodulation, the receiver can only use en-
tween the transmitter and the receiver. In this case, the receiver f{9Y detector
fact takes extra noise/interference which further decreases spreading

m=0 m=0

)

M-—1

ga|n. Yk.o _ Z |-’L'k,m,£|2
m=0
3.2. FHSS-FSK demodulation M—1
For the M-FSK modulation, we assume to hdvdifferent baseband = Z (Lj1=42 Gisga 8k ,mat + Viga el - (19)
symbols which we denote &g, ¢ = 0,--- , L — 1. Each chipsi, m, m=0
now becomes ai-dimensional vector Then the symbol detection procedure (18) can be similarly applied.

T
Sk.m = [Sk.m,0,° " 5 Skom,L—1] 12 .
s [$km.0 b L1 (12) 3.3. Performance analysis

where all the coefficientsy, .., = 0 except thatsy ., = 1 if the

- For the FHSS-FSK with coherent demodulatiory;if= js is always
symbolsy ., = 5.

. . . true, then
Because the secondary transmitter may transpit, or 0 in
each chip interval, the received baseband discrete signal is Mol g it if S =0
Ykt M=1, "7 2 * o if 0 (20)
Xi,m = Ljyi=j, Gi joSk,m + Vijas (13) 2im=o |Gisiz el Gijo Visiz,tr I Skmoe # 0.
or in details From the above equation, we can easily find that the symbol level
SNR of the received signal is
Tk,m,0 9i,j2,0 2
g
= Ijl =jo ’ .. Ycoherent — MO'_Z7 (21)
v
Tk,m,L—1 Gi,jo,L—1
Skomo Vkm o whereo? and o2 are variances of symbol and noise/interference,
51, ,1M,

i ) respectively. Note that the channels are assumed flat fading with
X : + : : (14 unit gain. This equation shows that we can have the full spreading

Sk,m,L—1 Vk,m,L—1 gain M.



Unfortunately, such full spreading gain is not available in case 4. SIMULATIONS

of j1 # j2. In this case, from (17), we can derive the SNR as
In this section, we use Monte-Carlo simulations to verify the pro-

M? o2 posed method. In each run of the experiment, we transmitted
Teoherent = T o2’ (22) 100 symbols, with various spreading gaifi < 40. We used/ = 20
spectrum segments, with= 100 channels each segment.
where Nt Fig. 2 shows that even with relatively large mismatch gates
N o= Z I . 23) 0.1, our method can still work reliably. Higher white space detec-
71772 tion accuracy makes our method converge rapidly to conventional

error-free frequency hopping. Fig. 3 shows that we can increase the

is the average number of correct white space detections for both t reading gairl/ to combat the higher mismatch probability.

secondary transmitter and the secondary receiver. The equation (2
clearly shows that the mismatch of white space detection not only
reduces the spreading gain, but also introduces extra noise and inter- 10° : : : :

ference. A ; ;
18890
oL

For the noncoherent demodulation, the analysis becomes more
difficult. From (19), ifj; = j2, we can derive

M-—1 .
(3 f m == O
Y, :{ Z:M [via.e]” y et (24)
Zm:o |9i,52,6 + Viyja,el™s  if Skm,e # 0.

R W

BER

The above equation indicates the reliability of symbol detection if

there is no white space detection errors. 107
Another important issue is the probability af # j». We give

an upper bound of such a probability as follows. For the channels

j =0,---,J — 1in a spectrum segment, the probability that there 3

is mismatch in the firsf channels (i.e., channels--- ,j — 1) is 10° i i i ‘ ‘
4 6 8 10 12 14 16

1 d
Py <1—(1—pa). (25) SR (®)
Therefore, the average channel mismatch probability for this sed=ig- 3. BER as functions of SNR under various spreading gdin
ment is Mismatch probabilityps = 0.1.
J—1
1 .
< = —(1=pg)|.
Pr<5 ; [1 (1 pa) ] (26)

. 5. CONCLUSIONS
For M repeated transmissions of a symbol, on average, we may have

g In this paper, we propose an FHSS-FSK transmission scheme for
M=M®1-Py)> [ Z [1—(1—pa) ]] 27) uncoordinated cognitive radios in case the spectrum sensing error is
unavoidable. The new transmission scheme exploits the spreading
gain to combat spectrum sensing errors while needs no extra coordi-
transmissions that are error free. This can be used to determine thation between the transmitter and the receiver.
SNR (22).

7=0
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