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Abstract—One of the major concerns of cognitive radios of these projects have the similar objective of utilizing the
when used for secondary spectrum access is the potential Ofspectrum more efficiently.
interfering primary users, considering especially that cognitive In DSA networks, secondary spectrum access can be granted

radios may be misbehaved or under malicious attacks. In this . . o f th is f d ¢
paper, we present a method for a cognitive radio to secure In various ways. One of the ways IS lor secondary Users to

its transmission power purely from its physical-layer received Utilize the spectrum “white space” which primary users do
signals. Built into the transceiver hardware as an independent not use during some time period and in some place [5]. This

self-check procedure, this method can guarantee the avoidance of may require an accurate model of the primary users’ activity
excessive interference of cognitive radios to primary users even [3]. Another way is to allow the secondary users to utilize

when the more flexible upper-layer software or policy regulator . .
is compromised under attacks. Analysis and simulations show the same spectrum at the same time and the same place with

that the secure transmission power determined by this procedure the primary users, where the spectrum is called “gray space”.
can be very close to the ideal secondary transmission power in Obviously, this latter way can potentially provide a much

many practical situations, so the proposed method is helpful to higher capacity for secondary users, albeit it may introduce
guarantee both the efficiency and the security of cognitive radios. certain interference to primary users. To limit the interference,
the secondary users may adopt an underlay approach in which
they transmit at low enough power so as to guarantee a small
enough interference to primary users. An example is the ultra-
Cognitive radios (CR) have attracted great attention recenthideband (UWB) transmission. An alternative approach is
as a means to resolve the critical spectrum shortage problesverlay, in which the secondary users either schedule their
After the Federal Communications Commission (FCC)'s semransmission power so that their interference to primary users
inal report [1], it is know well known that spectrum accesss limited to an acceptable level [6], or exploit special coding
is more of a problem than physical scarcity of the spectrurtechniques such as dirty paper coding so that they can use a
and that more flexible spectrum access techniques insteadpoftion of transmission power to help the primary users while
the conventional command-and-control regulations should bging the rest of the power to transmit their own information
adopted. Under this general theme, dynamic spectrum accggs In this paper, we focus on an overlay approach similarly
(DSA) based on cognitive radio techniques [2] becomesta [6].
promising approach [3]. One of the major issues for the wide deployment of CR
DSA and CR techniques have many potential commerciahd DSA technigues is the security problem. It is well known
and military applications. An immediate commercial applithat security is a big challenge for wireless communications
cation under developing is the exploitation of some of thg8]. The challenge is even more serious with respect to CR
less utilized TV spectrum. The TV band is attractive not onlgnd DSA. CR have the flexibility of adjusting transmission
because TV broadcasting has regular and predictable schechdeameters which conventional transceivers do not have. This
of occupancy, but also because TV broadcasting is currentigsts a new threat to interfere primary users when allowed
under digitalization with some TV bands to be freed. By théor secondary spectrum access [9]. A special concern is
year 2009 in USA and 2010 in Europe, all the TV signals wilthe interference to critical infrastructures such as police and
be digital, which will reduce the bandwidth requirement anédmergency bands. Many CR may have built-in capability of
give more opportunity to DSA and CR techniques. occupying these bands since they are assumed to be able to
The idea of DSA has also be investigated in DARPA inise these bands as secondary users when there are no primary
the so-called NeXt Generation (XG) program [4]. For militaryusers or in some special emergency situations. Furthermore,
applications the benefits of DSA and CR can be both spectrulre capability of wide range spectrum sensing may provide
efficiency and security. For instance, a subdivision undenalicious users with a powerful tool of eavesdropping. The
General Dynamics, the C4 system, has developed a CR calfleible access to a wide range of spectrum and modulation
AN/USC-61(c) system for US Navy, which has approximatelfypes may allow self-fish users to overuse spectrum resources
750 sub-channels between 2MHz and 2GHz for operation. Alir to jam a particular channel [10]. The very nature of the
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operation of CR, which depends on downloadable/adjustible
software and complex policy regulations [11], makes the
guarantee of security a difficult task.

The security issue has been raised in a vast amount of,
literatures as a big challenge [3], [5], [9]. However, there have |
been very few research results to address this issue so far;
Before the wide deployment of CR, the security issue must be *
well studied and resolved.

In this paper, we address one of the primary aspects of . P
the security issue of CR when used for secondary spectrum
access, i.e., guarantee the avoidance of excessive InterfereIpcel Secondary spectrum access network consists of a cell with primary
to primary users. Especially, interference must be ConStram&%rs '(base station,d and mobile usersJ;), and some secondary users with
even if the CR are under attack or have been taken conta® (T,;).
by malicious users through downloadable software. We wiill
propose a way for the CR to avoid using a transmission
power in a transmission bandwidth that creates uncontrollailgers. We denote the base station as primary uggrand
interference to primary users, even if the software of thée mobile users as primary users;Ti = 1,---,M. In
CR is compromised. A unique feature is that our methogddition, there are a number of secondary users which are
exploits the physical-layer signals and can be built into théenoted as J;, i = 0,1, - - -, as shown in Fig. 1. In this paper,
transceiver hardware, independently from upper-layer softwane consider the case that each of userg(T,;, and Ty;)
or policy regulators. Hardware-based security is usually mudtas a transmitter and a receiver, and thus can and in fact does
more difficult for attackers to compromise than software-bas@®nduct both transmitting and receiving. This is the situation
security. While an attacker may easily alter software, he/skéa cellular system or wireless LAN. Nevertheless, the results
may not be able to change an integrated circuit. In additiogan be readily extended into the systems where there is only
each CR uses the proposed method individually, rather thRrpadcast-type transmissions fromgTto T,;, such as in TV
requiring networking or cross-talking. This can also avoi#roadcasting systems, with slight modifications, as addressed
many potential security weaknesses. in Section III.

In this paper, we focus on presenting the new method in aWe put the base station, in the center of a cell with
DSA network where secondary spectrum access is allowalshgiusr,. We assume that all the other primary mobile users
as long as the interference to primary users is within a certa@ie uniformly distributed inside the cell. We also assume that
threshold. Obviously, this includes as a special case the listéhe secondary users lie outside of the cell just for mathematical
before-talk schemes [4] where the secondary users accesssifplicity.
spectrum only when there is no primary activity. To allow The transmission distances between the base station and
this more broader secondary spectrum access, we assume tiatmobile users are denoted dg whereas the distances
the primary system can tolerate certain interference, i.e., thdretween the primary users and the secondary usgrare
is some redundancy in primary receiver’s destine signal-tdenoted a$;. For simplicity, we assume that all the primary
noise ratio (SNR). Some capacity results for this type afsers use a transmission powey. In contrast, the secondary
DSA are shown in [6] [12]. For simplicity, we consider ausers’ transmission power may be different, and we denote
cellular-style transmission for primary users. Secondary uséhg transmission power of . as P, which is what we are
are allowed to conduct transmission at the same time and théerested in.
same frequency as the primary users. We then derive the securd/e assume that both the numbg&f and the positions
transmission power allowable for secondary users, where tbethe primary users are unknown to the secondary users.
security means that the secondary transmission power will idevertheless, the secondary users can listen to the signals of
create interference to any primary users above an allowalslk the primary users because each primary user (base station
threshold. or mobile users) conduct both transmission and receiving. We

The organization of this paper is as follows. In Sectiodo not require the secondary users to be able to discriminate
Il, we give the system model. In Section Ill, we analyzéhe signals from different primary users.
the secure transmission power by a geometric method forThe base station and mobile users conduct transmission
each single secondary user. The comparison between tiigh a slotted transmission protocol, where each one take
secure transmission power and ideal transmission powertigns to conduct transmission. For secondary users, we assume
conducted in Section IV. Simulations are conducted in Sectidghat they can conduct listening or transmission in any slot.
V. Conclusions are then given in Section VI. The transmission power of the secondary users should be

determined appropriately so that all the primary receivers
Il. DSA SYSTEM MODEL can still work. In other words, while secondary transmission

We consider a cellular-like primary system, where in a cetlegrades the primary users’ SNR, such a degradation should

there is a base station that communicates with mobile be smaller than certain threshold.




We assume that the primary system is designed with certainUnder secondary spectrum access, the SNR of the primary
redundancy in SNR. Specifically, the primary receiver's SNRBser T,; becomes

is no less thard'y when there is no secondary transmission, =

while the smallest workable SNR for primary user§'is— ATL'. Ypi = ﬁ (6)

So there is a redundancy &TI" to tolerate the interference 1fi+

from secondary transmissions. Obviously, secondary spectrum access reduces the primary

For most practical primary systems, the maximum transmigser's SNR. In order to tolerate secondary spectrum access, we
sion powerP,, the maximum transmission distance (cell size§Xploit the primary system’s link margin which is described
7o, the SNRT, and the SNR redundancyI" are specified in by the SNR redundancAl'. Therefore, the SNR (6) under
technical standards. Therefore, these parameters are availg§eondary spectrum access just needs to satisfy
to secondary users. Considering that these parameters of the ST AT 7
primary systems do not change for years once the standards Tpi =20 '
are set, the secondary users can in fact build them intoThe secondary user.§ can also listen to the primary user's
the hardware of their CR. We will show that a table ofransmission, which gives the signal
these parameters, when integrated with the received signals

of the CR, can be used to determine the secure secondary yso(n) = v/ Pofispi(n) + vso(n). (8)
transmission powep’;. From the signalso(n), the secondary user can estimate both

the noise powelN = E[jv,(n)?] and the primary user’s

I1l. SECURE TRANSMISSION POWER FOR SECONDARY signal power (after propagation attenuation)

USERS
If there is no secondary transmission, then the primary Qi= Rl ©)
mobile user T;, i« = 1,--- , M, has a baseband discretizedNote that we have assumed channel reciprocity in terms of
received signal the path loss gain, i.e., the forward channel has the same path
loss gain as the backward channel. Nevertheless, we do not
Upi(n) = v/ Pogispo(n) + vpi(n), @ require the small-scale fading channels be reciprocal.

Because the secondary useg Hoes not know the position
of the primary users, it does not kno# or g;. To derive
gi = Kd; (2) @ secure secondary transmission power, the secondary user
has to consider the worst case, i.e., the primary transmission
with a constantK and a path loss exponent The signal distance is the maximum valug. In this sense, from the view
spo(n) is transmitted from the base station. For the receiver pbint of Ty, the primary usefl},; should have an SNR that
the base station, we have similar formulations. Because we aggisfies )
interested in the long term SNR and transmission power in this Vi > Api = _Pogi >Ty— AT (10)
paper, we omit the small-scale fading. But rather, we consider Pifi+ N
the large-scale path logs only. The phase of the propagationwhere the maximum primary transmission distangg is
channel is included into the transmitted signah(n). The applied to derive path loss
noise is denoted by,;(n). Without loss of generality, we . Cu
assume that all the signads;(n) have unit power, and all the 9i = Kry®. (11)
channel noises,;(n) have a powelV. As a result, the SNR Obviously, as long as,; > T's — AT can be satisfied, the
is determined by the transmission powey and path losg;, primary user can receive reliably.

whereg; denotes the path loss gain

as shown below From (10) and (9), the transmission powéh of the
- Pogi d . )
Wi = >T. (3) secondary transmitter must satisfy
Pogi
Note that the primary system is designed to satisfy the SNR 979 >Ty— AT (12)
Po. Pl P(; +N

If the secondary user g also transmits while the primary From (12), we can derive a rule for determining the secure
user T,; is receiving, then the signal received by, Toecomes secondary transmission power

Ypi(n) = V/ Pogispo(n) + / P1 fisso(n) + vpi(n),  (4) P, < Po( Tgi Y (13)
o Qi \I'o — AT
where the path loss gaify is According to (13), each secondary transmitter can determine
fi = Kb, (5) its transmission poweP; from its knowledge of the primary

transmission poweP,;, maximum primary transmission dis-
For simplicity, we assume the parametekS and o are tancery (which givesg;), the nominal primary system SNR
identical among all the users. Ty, the link margin (SNR redundancy)I’, as well as its



own estimates of noise powéY and primary signal power Note also that the equations (13)-(15) address the general
Q; which can be estimated from its own received signals. situation where the secondary transmission happens simul-
The procedure of using (13) to determine the allowabl@neously with the primary transmission, which means a
secondary transmission power can be implemented into thpectrum “gray space” is used by CR. This automatically
physical-layer transceiver hardware of cognitive radios. Eadhclude the spectrum “white space” access as a special case, as
cognitive radio just needs to store a table of primary systent®ppened in listen-before-talk schemes. In the latter case, since
transmission frequency band, max transmission power, mthe primary signal powe€); measured by the CR becomes
transmission distance (cell size), and SNR requirements. Thero or extremely small, the secondary transmission power
cognitive radio can determine the maximum allowable trang? becomes large. Therefore, the CR just needs to choose
mission power from its own received signals based on theaetransmission power that is curtained by some predefined
a priori parameters. Furthermore, when there are multiptreshold, or that is deemed sufficient for desirable secondary
primary users, the cognitive radio just needs to choose thbannel capacity.
smallest allowable transmission power estimated during aThe above derivation is conducted based on a cellular-like
sequence of slots. Because primary users take turns to occppynary system, where all primary users conduct transmis-
slots to conduct transmission, after certain time period, eastons whose signals can be listened and exploited by the
cognitive radio will have listened the transmission of each afecondary CR. If the primary system is a TV-like broadcasting
them. system where many receivers passively received signals from
One of the major advantages of this implementation @ base station, then the worst case primary receiver has
that the transmission power determination procedure is sectoebe considered by the CR when determining the secure
against software attacks. In practice it is more difficult fotransmission power. In this case, the CR usually knows the
attackers to change hardware, especially the VLSI circuitgtimary transmitter's signal power, from which and the cell
than to modify software. This is especially critical for cognisize, the CR can deduct the distance of it from a worst case
tive radios where the operating software is usually assumedrggeiver, and then apply rules similar to (13), just with certain
be downloadable, and the policy regulation may be compleglight modifications. Details will be reported elsewhere.
The guarantee of software security may not be an easy tasK7 | DEAL TRANSMISSION POWER OF SECONDARY USERS
In contrast, with the help of our proposed procedure, the -
transceiver hardware can help guarantee a secure secondafecause the secondary transmission power determination
transmission power to avoid excessive interference, even'#fles (13)-(15) consider the maximum primary transmission
the software is compromised. distance, which is in fact the worst case, the secure trans-
Another advantage of the proposed implementation is th¥ission power determined this way may be smaller than
each cognitive radio determines the secure transmission pofg¢ maximum allowable transmission power. This surely may
individually, without resorting to networking or cross-talkingcOme at certain loss of secondary transmission power and
among the cognitive radios. This can greatly enhance secur@@Pacity. In order to study the degree of this loss, in this
against network-based attacks. section we derive the ideal transmission power by considering

So far, the proposed scheme exploits the primary systen‘i‘g possible primary transmission distances, rather than the
max transmission poweP, and max transmission distance/Vorst case only.
ro simultaneously. This requirement can be reduced to somel€t the distance between,J and T, be ri, and the
extent. For some primary systems,Af is not available, then Primary mobile users are d!strlbuted u_nlformly in the cell
the secondary user can replaBg by using (3). In this case, of radius rq. If there are primary receivers that are close

the power determination rule (13) can be modified to to Ty, then the transmission power of,;l has to be small.
) The transmission power of ;§ depends on the position of

P < N-ToAl' (14) the primary users. Since the secondary users do not have

T Qigi(lo — AT) knowledge about the exact locations of the primary users,

On the other hand, if, is not available, then the secondaryVe evaluate the expected transmission power f averaged

user can replace, also by using (3), which changes the powefVer the uniform distribution of primary users.
determination rule (13) into Considering thaf\/ primary users are uniformly distributed

inside the circle of radius, around the primary base station
P < P NAD . (15) Tro, the cummulative distribution of the case that all the
Q:(I'0 — AT primary users are located out of a circle of radiuground

Note that if (3) achieves equality, which means that th&po Can be modelled as
primary system is designed to barely satisfy the targeting SNR 722 — Ay M
on the boundary, then the secondary transmission pdwer F(z) = ( — > ,
determined from the three equations (13)-(15) are identical.
Otherwise, the transmission power determined from (14)-(18)herer, < x < ro andA, = 3. Note that we have assumed

is smaller than that determined from (13), which means certdinat the secondary users know that all the primary users have
loss of secondary transmission capacity. a distance at least, to the primary base station. The distance

_— 16
mrd — Ao (16)



constraint is reasonable in practice considering the far-fielbme tedious but straight-forward integration deduction from
effect of antenna transmissions. Based on (16), the probabil{®1), we can obtain
density that there are primary users with distande T,y but

there is no primary user closer to,lthanz is P1 n=0(dB)
M N 1 P() To e
o) = _dF(z) _ 2rMz ( 3 nx? — AO) -t a7 = 10log;o To— AT \r,
de g — A mrg — Ao ' +5[(M + 1) — ¢(1)]logy, e
Note that the negative sign in (17) is to guarantee a positive 10 VTMT(M)rg 7 1 LM+ 3 ﬁ
density. —ZF(MJF%)m 25 h 272
Proposition 1. Consider the case that the minimum distance )2 2
between o and primary mobile users ;T is «. Let the —m o Fy <1,1,M+2,r—g>} (22)
transmission power of 5 be P. The maximum transmission 1 1
power of Ty is Note thatl'(-), 2 F31(-) andv () denote Gamma function, Hy-
P N pergeometric function, and PolyGamma function, respectively.
Pi(z) < (x4 71)" (703;—@ — _) , (18) From (22), we clearly see that the ideal secondary transmission
Lo — AL K power increases with the ratiq /ro, but in general decreases

where the equality can be achieved when the minimum of tiéth the number of primary user¥/. Large path loss exponent

primary mobile users’ SNR equalg — AT, i.e., when a is helpful for secondary spectrum access.
Under similarly the noiseless condition, the secure trans-
K Pyx™ T _ AT (19) mission power (13) can be reduced into
KP(z+r)>+N ° .
Py To
Proof. See [12]. O PiN=00: = [ AT (b_i) : (23)

The upper bound; () means that some primary mobile

users'’ SNR will not be satisfied whenever the transmissidht€ umber of primary mobile users is large enough, or after
power of T,y becomes larger thaf (), when the primary a sufficiently long time when the mobile users keep moving,
mobile users are randomly distributed then it is possible the CR will obtain a smallest power, which

Considering all possible, we can derive the upper bound thappens when a primary mobile user gives a distandg of

the expected secondary transmission power. When evaluatliig™ "0- Therefore, the smallest secure transmission power is
average transmission power, it might be better to use the P, o —a
decibel value directly, because this can avoid the case that F1LN=0bi=ri—r, = Ty — AT ( )

an extremely large transmission power will over-shadow man

small transmission powers during averaging. Therefore, we u{gergfore, if we compare (23) or (24) to (22), the secure trans-
mission power is roughly lower than the ideal transmission

P N ir di
Py (2)(dB) = 101logy, {(m 4 ( 0 —a )l power. However, their difference becomes smaller when the
0

(24)
T —7To

To— AT T K distancer; becomes larger, or the CR is farther away from
the cell. In addition, the difference becomes smaller when the

The decibel value of the upper bound of the expected ideg!imber of primary mobile users! becomes larger. We will
secondary transmission power can thus be derived from verify such observations by simulations in Section V.

P,(dB

)
— / OPl(m)(dB)f(a?)da? In this section, we use simulations to compare the ideal
0 secondary transmission power and the secure secondary trans-
_ /m 10logyq {(x +1r1)® <_ Do o _ E)} miss@on power optair}ed from (13). The ideal secondary Frans—
o Lo — A K mission power is simulated under an assumption slightly
o Mz T2 — Ao M-1 different from Section 1V, i.e., we assume that the primary
< - ) d (21) transmission distancet are known to the secondary users in
simulations. The ideal secondary transmission power can thus
From (21), we can evaluate the ideal secondary transmissipa calculated by using, = Kd; © instead ofg; = Kry® as
power P; (dB) numerically. in (13). As a result, the ideal secondary transmission power
To compare the ideal secondary transmission power with tétained in simulations should be even higher than those
secure transmission power, a closed-form solution of (21) edicted in Section IV.
more desirable. Nevertheless, a closed-form evaluation of theln simulations, we have made the base station to have a
integration in (21) is intractable. Therefore, we consider sontéstancer; which is various times ofry = 1000 meters
necessary simplifications. First, we lef = 0, so A, = 0. from the secondary user, and all tidg primary users are
Then, we consider only the noiseless case with= 0. After randomly generated inside the primary cell with the radius

V. SIMULATIONS
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ro. The primary transmission power B, = 100 watts, and
the noise power iV = 5 x 10719 watts. The gains of alll
the antennas aré, and the path loss exponent is = 3
for simulating an urban cellular radio environment. We let
'y = 20 dB be the primary user’s targeting SNR, whereas a 07r
3 dB degradation of SNR is tolerable when accommodating 06t

_____

secondary transmissions. 505
In the first experiment, we have tried various distan¢eo © oal
evaluate the difference between the ideal transmission powel '
and the secure transmission power for various number of 03y
primary users. As shown in Fig. 2, when the number of 02y —=—
primary users becomes large, the difference becomes small 0.1f Secure Power
For example, when there ar2) primary users uniformly 0c - = 2

distributed inside the cell, the difference between the two
transmission powers are usually less tBadB. This indicates
that the efficiency of the secure transmission power deternfig. 3. Cummulative distribution of the ideal transmission power and secure
nation scheme is high while guaranteeing security. transmission power.

Secondary Transmission Power (dB)

power is determined based on certain standard parameters of

Number of Primary Receivers

-é-r1:2r0 primary systems, and based on the signals received by the
—w—1,750 ] CR itself. A unigue feature of the proposed scheme is that it
= -1, =10r || can be conveniently built into the transceiver hardware. The
= independence from the higher-layer software means that it can
g help guarantee the security of cognitive radios even when the
8 software becomes compromised.
&
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