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Abstract. Radio Frequency (RF) sensing and imaging are heavily used
in remote sensing, security, and surveillance. This paper studies its secu-
rity by developing a novel method that can compromise it in an evasive
manner via the Digital Twins (DT) technology. The compromise method
can make the imaging system generate false but normal-looking images.
The method exploits a dynamic digital twin to emulate the imaging sys-
tem, based on which compromise signals are optimized and transmitted
while the victim system is conducting sensing. Simulations and experi-
ments are conducted to demonstrate the validity of the proposed method.
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1 Introduction

Radio Frequency (RF) sensing and imaging have found wide applications in
remote sensing, medicine, surveillance, and other fields. Satellites or unmanned
aerial vehicles (UAV) use synthetic aperture radar (SAR) technology to provide
images of ground targets [9]. RF imaging systems are used to screen passengers
in airports or detect objects through walls [1], [3], [5]. While this technology
has been used broadly for security and surveillance, its security has not been
sufficiently addressed. With regard to sensing, there are a lot of works conducted
on GPS security [4], [7], but not many on RF imaging. Most existing security
studies consider only techniques that deliberately interfere with or disrupt the
sensing system via jamming, interfering, spoofing, etc. This kind of compromise
technique can be easily detected by the sensing system and thus be avoided. The
easy detection has given the RF sensing and imaging systems a false sense of
security.

To make things worse, existing RF sensing and imaging systems usually use
non-secure communication protocols to transmit and collect sensing data, which
are usually unencrypted and unauthenticated. The parameters of the systems are
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usually public; for example, radar vendors are required to submit the technical
specifications of all transmitting systems to the Federal Communications Com-
mittee (FCC), and these documents are publicly available. While public domain
knowledge allows researchers to mirror physical imaging and sensing systems in
cyberspace for higher intelligence [8], this leaves the wide open for compromise.

To show the security challenge of RF sensing and imaging, we develop a novel
compromise method that makes the sensing system produce false but correct-
looking sensing images, with only important objects changed. The approach is
possible only when a dynamic digital twin can emulate the imaging system’s
operation. Since the compromised signal and the compromised sensing image
look normal, the method can easily evade the detection of human beings and
computer algorithms. Evasive compromise of RF sensing and imaging can be
a critical challenge in many important applications. For example, in airport
passenger screening, one may wear a transmitter and use this method to conceal
weapons. In satellite/UAV SAR imaging, one can cause the imaging system to
generate normal-looking images without or with a false target.

As shown by Fig. 1, this paper exemplifies the -
DDDAS paradigm by integrating dynamic data from

an RF imaging system to continuously update a dig-
ital twin model, creating a feedback loop between

the computational and physical systems. The method

demonstrates adaptive modeling and real-time analy- Real-Time Analysis
sis, allowing for rapid decision-making in generating
and transmitting compromise signals. This approach
showcases the core DDDAS principles of dynamic data
integration, adaptive modeling, and real-time analysis
applied to a complex system, extending the paradigm
into the realm of RF imaging security and illustrat-
ing its potential in exploring vulnerabilities in sensing
technologies.

Adaptive
Modleing

Generate Compromise
Signals

Transmit Signals
Impact on RF Imaging
System

Fig. 1. DDDAS Feedback
Loop.

2 System Model

Due to the broad scope of RF sensing and imaging, we limit our consideration
to SAR-based two-dimensional (2D) imaging, specifically, satellite/UAV SAR
imaging [6], [9] and millimeter-wave (mmWave) imaging [10], [11].

Let the imaging system be Alice, and the one to compromise the system
be Eve. Figure 2 shows the overall system model, where Alice’s system is a
millimeter-wave imaging system to detect weapons like a knife concealed inside
a box. Alice uses the SAR principle to reconstruct the image of the target, which
requires scanning a lot of sensing locations to create a large enough synthetic
aperture. The scan can be realized by employing a large physical antenna array
[10] or moving a single-antenna sensor over a motorized scanner [11] or on a

flying satellite/UAV [6].
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Alice (RF System)

To compromise Alice’s imag-
ing process, Eve uses a sen-
sor located near the target to
receive Alice’s sensing signal
and transmit the compromise
signal. Eve also has a digital .
twin to emulate Alice’s imag- et .
ing procedure. Virtual Aperture™s.

We assume that Eve can
collect enough parameters of
Alice’s system from public do-

7/

“ Eve (RF Emitter)

mains to construct a dynamic =
digital twin of Alice’s system.
With the digital twin, Eve can Fig. 2. System model.

simulate Alice’s sensing pro-
cedure and sensing images. Based on this, the attacker designs and optimizes
the attack signals.

We also assume the digital twin simulation is fast enough for Eve to use the
simulation results to optimize and transmit the compromise signals while Alice
collects sensing data. This is not a stringent assumption because mechanical
scanning and data collection are much slower than computer simulation.

3 Digital Twins based Compromise Method

3.1 Alice’s Imaging Procedure

First, we introduce Alice’s imaging procedure when there is no compromise sig-
nal. Alice’s imaging process consists of two phases: the sensing phase and the
image reconstruction phase. In the sensing phase, the sensor moves to each sens-
ing location v’ = (2/,y’, 2’), transmits a sensing signal p®(¢) toward the target
location r = (x,y, z), receives the echo signal, and extracts data samples. Con-
sider the frequency-modulated continuous-waveform (FMCW) radar signal

pa(t) _ 6j27r(fct+%Kt2) (1)
where f. is the carrier frequency and K is the slope parameter. At each sensing

location r’, Alice transmits her sensing signal (1) toward the target and captures
the echo signal s% (t), expressed as

s (t) = /arp“(t — Tprp)dr + vy (1) (2)

where 7./, is the propagation delay, o, is the target reflection coefficient, and
v (t) includes noise, interference, and clutter. The superscript (-)* indicates
that this is Alice’s signal when there is no compromise. After de-chirps (pulse-
compresses) [5], Alice obtains signal

59,(t) = /o-rejZW(chr/r+KTr/rt)dr + T (8). (3)
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With sufficient data samples, Alice enters the image reconstruction phase,
where an image is calculated from the received data samples. There are many
imaging reconstruction algorithms, and we consider the Range Migration Algo-
rithm (RMA) [9] for satellite/UAV SAR imaging and the matched-filter algo-
rithm (MFA) [11] for 2D millimeter-wave imaging, as outlined below.

Satellite/UAV SAR Imaging with RMA At each sensing location r’, the
signal (3) is sampled into discrete-time signal §%(n), n = 0,--- ,N — 1, with
certain sampling rate F. Considering M sensing locations, which are denoted
asr,,, m=0,---,M—1, Alice acquires an M x N data matrix §% (n), with
which it will reconstruct the image using the RMA algorithm. "

Typically, the sensing locations r}, are evenly distributed along the flight
trajectory of the satellite or UAV with an equal adjacent point distance of 555,
where v is the flight speed and PRF is the pulse repetition rate. This arrangement
allows the application of the efficient 2D FFT and IFFT.

With RMA, Alice first creates a 2D filter which, when described in the space-
frequency domain, is an M x N matrix H(f., Fs,PRF,v, R.), where R, is a
reference distance between the sensor trajectory center and the target center.
The filter is a sole function of system parameters f., Fs, PRF,v and R.. Next,
2D FFT-based frequency domain filtering is applied to obtain

Yo — FFT2 [g;gn (n)} ® H(f., F,,PRF, v, R.), (4)

where ® denotes element-wise or Hadamard product. Finally, Stolt interpolation
is applied to reconstruct the image as

X = IFFT2 [Stolt (Y, H(f., Fs, PRF, v, R.))]. (5)

Millimeter-wave Imaging with MFA Based on the decompressed signal (3),
Fourier transform is applied to transform §%(¢) into S%(f), and a single data

sample S’g, (K1ypry) is kept as the data acquired at the sensing location r’; which
can be written as

S 2 5S¢ (KTpy) = /arej%f”r’fdr + vy (6)
r
where vy is the processed vy (¢).

The 2D mmWave imaging requires the sensing locations to form a regular
2D grid with equal distance, which we call grid size among adjacent sensing
locations. With an M x N sensing grid of M N sensing locations r/,, m =
0,---,MN — 1, Alice acquires an M x N data matrix based on (6), which
can be written as sy, . Next, the victim creates a M x N 2D matched filter
H(f., Az, Ay, R.), which stores the propagation phase from each sensing lo-
cation to a reference point such as the target center. The filter is determined
uniquely by system parameters such as the carrier frequency f., the grid sizes
Ax and Ay, and the reference distance R.. The image is then constructed as

X® = [FFT2 [FFT2[55 | ©FFT2[H (f., Az, Ay, Rc)]} : (7)

/
m



Security of RF Sensing and Imaging Systems in the Age of Digital Twins 5

3.2 Eve’s Digital Twin of Alice’s Imaging Procedure

To compromise the imaging system, Eve must know Alice’s imaging procedure
and imaging results. Section 3.1 shows that Eve can construct a dynamic digital
twin of Alice’s imaging procedure based on public parameters and the reference
distance R.. R. can be estimated once Eve receives Alice’s transmitted sensing
signal because he can use the signal to estimate Alice’s location. Eve then runs
the digital twin to simulate Alice’s sensing and imaging procedure. Based on
some model of the target echo oy, Eve can simulate Alice’s sensing signal (2)-(3)
and estimate the image X*°.

To guarantee the performance of digital twins in a dynamic environment,
Dynamic Data Driven Applications Systems (DDDAS) design principles [2] can
be adopted to address the challenging multi-objective parameterization among
imaging resolution, data collection, and data processing. Specifically, starting
from the first sensed Alice’s signal, DDDAS leverages continuous measurement
data and the digital twins to adjust the compromise signals adaptively. This way,
Eve can generate compromise signals with an affordable complexity and speed
to cope with the dynamic victim-sensing procedure.

3.3 Eve’s Compromising Procedure

Based on the estimated image X® from the digital twins, Eve can create a target
image X' with some pixels modified to hide import objects. According to X?,
Eve designs the compromise signal

Py (t) = app®(t — Prr) (8)

where the parameters o, and B, are to be optimized. The superscript ()¢

denotes Eve.

When Alice is conducting sensing at location r’, i.e., transmitting its sensing
signal p®(t), Eve transmits the compromise signal (8) to trickle Alice to get the
image X? instead of X®. In this case, Alice’s received signal is a mixture of the
original echo signal (2) and the compromise signal (8), i.e.

56, (1) = / Gep(t — T )dr + P (8) + vy (1), (9)

Unaware of the compromise, Alice conducts the imaging procedure described
in Section 3.1. Then, (3) becomes

r

ge,(t) — /UrejQTr(chr/r-&-KTr/rt)dr + ejQTrfC‘rr/tss, + Vg (10)
r

where s{, is the compromise signal’s contribution after de-chirping, and 7 is
the propagation delay from Eve’s location (0,0,0) to Alice’s location r’.
When Alice uses RMA for image reconstruction, (4) becomes

Y© = FFT2[5%, (n) + st | © H(f.,Fs,PRF, v, R,) (11)
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changed

Ground Truth

changed

Original SAR Image - RMA Desired Images Compromised Images

Fig. 3. Compromise UAV SAR imaging over the simulated dataset: (a) ground target,
(b) reconstructed image (without compromise) X%, (c)(d) desired target images X?,
and (e)(f) compromised images X°.

with which (5) is applied to generate the image. When Alice uses MFA for image
reconstruction, (7) becomes

X® = IFFT2 |[FFT2[s, + st | © FFT2[H(f., Az, Ady, R,)] (12)

In both cases, Eve can optimize s¢ to make Alice to generate image X¢ ~ X'
instead of X¢. He just needs to optimize the parameters o, and 3, to minimize

min || X(ow, Brr) — X'||? (13)
{os,Ber}
where X¢(ay, By) is just X€ in (12) with the optimization variables shown. (13)
is solved once Eve obtains Alice’s sensing signal.

4 Simulations

Compromise SAR Imaging over Simulated UAV Dataset. First, a UAV
SAR imaging system was simulated as Alice. The true target consisted of 8
reflectors arranged in a circular pattern, as shown in Fig. 3(a). Without Eve, the
imaging system accurately formed an image of the target X* using the RMA
algorithm, shown in (b). We then simulated Eve’s operation. Comparing the
target image X' in (c) and (d) with the compromised images X¢ in (e) and (f),
we can see that Eve successfully generated normal-looking but false images with
some reflectors changed.

Compromise SAR Imaging over Real Satellite Dataset. To validate
the proposed method on real-world imaging systems, we employed a real satellite
dataset, i.e., the ERS-1 data from the European Space Agency’s (ESA) ERS-
1 and ERS-2 satellites (https://search.asf.alaska.edu). One example of a clean
image X%, including single-look and multi-look processing using the RMA, is
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Single-look image

Multi-look image

changed

Y

Real SAR Satellite Image - RMA

changed

Desired Images Compromised Images

Fig. 4. Compromise satellite SAR imaging over real dataset: (a) images (without com-
promise) X%, (b) desired images X*, and (c) Compromised images X°©.

shown in Fig. 4(a). Eve aimed to achieve the desired images X! depicted in
(b), where two geographic locations were missing. (¢) shows the compromised
system’s reconstructed images X¢ after Eve’s operation. We can observe that
Eve successfully changed specific parts of the images, leaving other areas visually
indistinguishable from the original.

changed

Desired Images Compromised Images

Original SAR Image - MFA

Fig. 5. Millimeter-wave imaging experiment: (a) photo of the real target, (b) recon-
structed image (without attack) X", (c)(d) target images X*, (e)(f) attacked images
X,

Compromise Experimental Millimeter-wave Imaging System. This
experiment used our custom-built 2D mmWave imager to implement Fig. 2 for
data capture. Imaging results are presented in Fig. 5. (b) shows the reconstructed
image X* without compromise. In (¢) and (d), the desired target images X" are
depicted. (e) and (f) show the images X under Eve’s operation. Looking at the
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images generated by Alice after Eve’s operation, it is hard to identify the threat
object, a knife, potentially allowing Eve to evade detection.

5

Conclusions

This paper studies the security of RF sensing and imaging when digital twins
can be constructed to emulate the system operation. The paper shows that a
new evasive compromising method can make the imaging system generate false
but normal-looking images. The compromise can evade the detection of the RF
imaging system. The elusive nature makes the compromise a new challenge to
RF sensing and imaging systems.
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