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Hybrid Massive MIMO for Secure Transmissions
Against Stealthy Eavesdroppers

Xiaohua Li , Senior Member, IEEE, Yun Zhang, Member, IEEE, and Wednel Cadeau

Abstract— Physical-layer secure transmissions require that the
legitimate parties Alice and Bob have certain signal advantages
over the eavesdropper Eve. Unfortunately, it is still unknown
what advantages can be guaranteed realistically in practice. This
letter shows that hybrid massive MIMO can be exploited to
the advantage of Alice for this purpose. Specifically, it allows
Alice to use large antenna arrays that stealthy eavesdroppers
cannot afford in many practical situations. To realize this
advantage, an efficient transmission scheme is developed with
hybrid massive MIMO, random dumb antenna selection, and
channel reciprocity-based signal randomization techniques. It can
secure the transmission against multiple stealthy eavesdroppers.
Transmission security is analyzed assuming eavesdroppers with
sufficient side knowledge and channel estimation capabilities.
Simulations are conducted to verify the superior performance.

Index Terms— Physical layer security, hybrid massive MIMO,
eavesdropping, channel reciprocity.

I. INTRODUCTION

PHYSICAL-LAYER security exploits wireless channel
properties to develop security protocols with low over-

head [1]. It is attractive especially to systems with a lot of
low-cost devices such as internet of things (IoT) and near field
communications (NFC) where conventional cryptography may
not be very suitable [2].

Physical-layer security requires legitimate parties have cer-
tain advantages over adversaries. For the transmission from
Alice to Bob against the eavesdropper Eve, secure transmission
with positive secrecy rate is possible only if Bob has higher
rate or signal-to-noise ratio (SNR) than Eve [2]. As a potential
way to meet such a demanding requirement, antenna array
secure transmissions have attracted a major research attention
during the recent decade [3]–[5].

Unfortunately, it is still unknown what advantages can
be guaranteed realistically in practice, even for antenna
array transmissions [6]. Eve can adopt sensitive receivers to
boost SNR. Eve can use more antennas than Alice as the
secrecy rate can be made zero in this case [5].

Recent progress of massive MIMO (multi-input multi-
output) has shed a new light to this challenge [7]. In massive
MIMO, the antenna array can be fairly large, in both antenna
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Fig. 1. Alice transmits to Bob in face of eavesdropper Eve.

number and form factor. While each transceiver can only have
a limited number of RF chains, hybrid massive MIMO allows
the limited RF chains to operate a large number of antennas
at low cost [8]. These unique properties may be exploited to
the advantage of Alice for secure transmissions.

Based on this idea, this letter develops an efficient secure
transmission scheme where Alice uses hybrid massive MIMO
and appropriate randomization techniques to operate a large
number of dumb antennas. This scheme can overwhelm Eve’s
eavesdropping capability. It can also be integrated easily into
practical massive MIMO systems.

The new scheme is shown secure against multiple stealthy
eavesdroppers. This is different from many existing schemes
that assume known eavesdroppers [5], [7], [10]. Stealthy
means that Alice and Bob do not know the channel state
information (CSI) of the eavesdroppers. It also means that the
eavesdroppers need to hide their existence. As another unique
contribution, this letter gives a security analysis under the
more realistic assumption that eavesdroppers have sufficient
side knowledge and channel estimation capability.

This letter is organized as follows. Section II presents
the system model. Section III develops the new secure
transmission scheme. Simulations and conclusions are given
in Sections IV and V, respectively.

II. SYSTEM MODEL

Consider Fig. 1 where Alice communicates with Bob in
face of the eavesdropper Eve. The numbers of antennas used
by Alice, Bob, and Eve are MA , Mb , and Me, respectively. The
numbers of their RF chains are Ma , Mb and Me , respectively.
For simplicity, only Alice is assumed to have different antenna
and RF chain numbers. The MA antennas are called dumb
antennas because they do not have fixed RF chains and are
not always in use.

Alice and Bob conduct communications in short sessions.
In each session m, Alice needs to transmit N symbol vectors
bm(n), n = 0, · · · , N − 1, securely to Bob. Each bm(n) is
an Mb dimensional vector. To furnish this, Bob first transmits
a training signal to Alice. Then, Alice randomly selects Mt
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antennas to receive the signal, where Ma ≤ Mt ≤ MA , and
estimates the Mt × Mb dimensional channel matrix Ha

m . Next,
Alice pre-codes each bm(n) to an Mt × 1 dimensional vector
sm(n) for hybrid massive MIMO transmission.

Bob and Eve’s received signals are, respectively,

xb
m(n) = Hb

msm(n) + vb
m(n), (1)

xe
m(n) = He

msm(n) + ve
m(n), (2)

where xb
m(n) and xe

m(n) are Mb and Me dimensional received
signal vectors, Hb

m and He
m are Mb × Mt and Me × Mt

dimensional channel matrices, vb
m(n) and ve

m(n) are additive
white Gaussian noise vectors.

This letter assumes Mt > Mb so Alice has redundant
antennas to realize transmission security. No global CSI
knowledge is assumed. With channel reciprocity, Alice can
estimate its transmission channel Hb

m from Ha
m . Note that

channel reciprocity is a common assumption for both physical-
layer security and massive MIMO, and has been demonstrated
in many experiments [11]. Note also that although only one
eavesdropper is shown in Fig. 1 and equation (2) for simplicity,
the new scheme and the security analysis are still valid in case
of multiple eavesdroppers.

Hybrid massive MIMO can be used to guarantee MA > Me

in many practical communication scenarios. First, Alice can
easily install a large number of low-cost dumb antennas and
randomly select just a small portion to use in each session.
In contrast, as a receiver, Eve can generate Me data streams
only, the same number as its limited RF chains. It is costly
for Eve to implement MA RF chains for large MA .

Second, and more importantly, the stealthy requirement will
deter Eve from installing MA antennas due to the large form
factor. Eve can not use a bulky system without being caught in
many practical scenarios. For example, for in-door communi-
cations inside buildings, offices, stores, etc., legitimate access
points can be equipped with a large number of dumb antennas
for secure transmissions to IoT and mobile devices. Stealthy
eavesdroppers can not use the similar number of antennas in
such well-controlled environments. Similar situation happens
in NFC such as smart card check-out gates and RFID toll
stations. In out-door scenarios such as 5G (Fifth Generation)
micro-cells, legitimate base stations can afford large antenna
arrays that stealthy eavesdroppers can not.

A challenging issue is cooperative eavesdropping. However,
Eve can hardly operate a large number of eavesdropping
devices stealthily in the well-controlled environment. The
limited in-door or out-door micro-cell space also limits the
number of stealthy devices. In addition, Eve can not simply
hijack and use conventional IoT or mobile devices. But rather,
a large number of special devices with joint baseband process-
ing capabilities are needed. The high cost and high risk of
losing stealthy will deter eavesdroppers. Therefore, MA > Me

or even MA � Me can be guaranteed realistically in many
practical communication scenarios.

III. SECURE TRANSMISSION SCHEME

A. Alice’s Transmission to Bob

While secure transmission is possible theoretically when
MA > Me [5], it is nontrivial to realize it with practical

transmission schemes. Most existing schemes assume known
eavesdropper CSI which is unrealistic for stealthy eaves-
droppers. This letter develops a new scheme based
on [3], [12], and [13] because they do not need eavesdropper
CSI. Nevertheless, the security of [3], [12], and [13] relies on
the ideal assumption that Eve can not estimate its own CSI.
In contrast, the new scheme does not need this assumption.

In this new scheme, with the hybrid massive MIMO tech-
nology, Alice pre-codes bm(n) as

sm(n) = Fm(n)Em(n)bm(n)
�= Wm(n)bm(n), (3)

where the Mt ×Ma matrix Fm(n) denotes the analog RF phase
shifting network [8], the Ma × Mb matrix Em(n) represents
the RF chains and Wm(n) is the composite pre-coding matrix.

Alice needs to find Wm(n) so that

Hb
mWm(n) = Hb

mFm(n)Em(n) = IMb , (4)

where IMb is the Mb × Mb dimensional identity matrix.
To develop a computationally efficient algorithm to calculate

Wm(n), let Alice select Mb columns from Hb
m and put them

into a square matrix Hb
m,1. Then, leaving the rest Mt − Mb

columns to the matrix Hb
m,2, Alice has [Hb

m,1, Hb
m,2] = Hb

mTm ,
where Tm is a permutation matrix. Similarly, subdividing
Wm(n) gives [

Wm,1(n)
Wm,2(n)

]
= TT

mWm(n), (5)

where (·)T denotes transpose. With these new matrices, the
condition (4) can be re-written as

Hb
m,1Wm,1(n) + Hb

m,2Wm,2(n) = IMb . (6)

As a result, to calculate Wm(n), Alice just needs to generate
randomly the matrix Wm,2(n) and calculate

Wm,1(n) =
(

Hb
m,1

)−1 (
IMb − Hb

m,2Wm,2(n)
)

. (7)

With this transmission scheme, Bob’s signal is simplified to

xb
m(n) = bm(n) + vb

m(n), (8)

from which the symbol vector bm(n) can be easily detected.
The SNR is

γb = tr{E[bm(n)bH
m (n)]}

tr{E[vb
m(n)(vb

m(n))H ]} = σ 2
b

σ 2
vb

, (9)

where tr{·} denotes matrix trace, E[·] denotes expectation, (·)H

denotes Hermitian, σ 2
b is the symbol variance, and σ 2

vb is Bob’s
noise variance.

Considering that Wm,2(n) is arbitrary, in order to strengthen
security, Alice can make Wm,2(n)bm(n) to have Gaussian dis-
tribution with zero mean and a secret covariance matrix Cwb

m .
This can be conducted as follows. Based on (3)(5), Alice can
get Wm,2(n)bm(n) = Fm,2(n)Em(n)bm(n), where Fm,2(n) is
the (Mt − Mb) × Ma submatrix of Fm(n). Therefore, for
each bm(n), Alice first determines Fm,2(n) and then sam-
ples Em(n) from appropriate Gaussian distributions to make
Fm,2(n)Em(n)bm(n) having the desired Gaussian distribution.
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Furthermore, from (5) and (7), one can see that

Wm(n) = AmWm,2(n) + Bm, (10)

where

Am = Tm

[
−

(
Hb

m,1

)−1
Hb

m,2

IMt −Mb

]
, Bm = Tm

[(
Hb

m,1

)−1

0

]
.

(11)

It can also be readily seen that sm(n) has Gaussian distribution
with zero mean and covariance matrix

Rwb
m

�= E[sm(n)sH
m (n)] = AmCwb

m AH
m + σ 2

b BmBH
m . (12)

Alice can make both Tm and Cwb
m time-varying and secret to

enhance security.
The average transmission power during M sessions is

1
M

∑M−1
m=0 tr{Rwb

m }. Alice can adjust the transmission power
through Cwb

m . Higher transmission power degrades the SNR
of Eve, which means Alice can use it to adjust the tradeoff
between power efficiency and security [12].

To mitigate the potential numerical problems in calculating
(Hb

m,1)
−1, if Mb is not big, Alice can do an exhaustive search

to find some Hb
m,1 with good conditions to use. Otherwise, the

following efficient regularization technique can be used, i.e.,

Wm,1(n) =
(

Hb
m,1 + βIMb

)−1 (
IMb − Hb

m,2Wm,2(n)
)

, (13)

where β is the regularization factor. In this case, Bob’s
received signal becomes

xb
m(n) = bm(n) + βWm,1(n)bm(n) + vb

m(n). (14)

Since Wm,1(n) is random, Bob has to treat Wm,1(n)bm(n)
as noise. Large β saves transmission power but reduces
Bob’s SNR. Alice can choose β to realize the appropri-
ate tradeoff between power efficiency and Bob’s receiving
performance.

This scheme is computationally efficient. The major com-
plexity comes from calculating (Hb

m,1)
−1, which has com-

plexity O(M3
b ). In practice, we can make Mb small or even

Mb = 1 if data rate is not the primary concern. This compares
favorably to other schemes such as [4], [5], and [10] whose
complexity is O(M2

t Mb). This scheme is especially suitable
for IoT, NFC and 5G systems with a lot of low-cost devices.

B. Analysis of Passive Eavesdropping

The secrecy rate can be derived similarly as [12] and [13].
Nevertheless, the new scheme does not need the ideal assump-
tion made in [12] and [13], i.e., Eve can not estimate its
CSI He

m . Its security can be analyzed by considering specif-
ically Eve’s side knowledge and strong channel estimation
capability.

Eve may get some side knowledge about bm(n) and sm(n)
from pilots, context, etc. Such knowledge not only leaves back-
doors for Eve to estimate He

m , but also reduces or can even
completely nullify the secrecy rate. If Eve knows sufficient
number of symbols bm,n,d of bm(n), where 0 ≤ d ≤ Mb − 1,
an equalizer can be estimated as

gm = arg min
g

E[|bm,n,d − gH xe
m(n)|2]. (15)

It can be shown that the optimal solution to (15) is

gH
m = E[bm,n,d(xe

m(n))H ]
(

E[xe
m(n)(xe

m(n))H ]
)+

converge to−→ eT
d Hb

m(He
m)+, (16)

where (·)+ denotes matrix pseudo-inverse, and ed is the unit
vector with only one non-zero element which is 1 in the dth
entry. It is easy to see that Eve can use gH

m xe
m(n) to detect the

transmitted symbols if (He
m)+He

m ≈ I. Note that Eve does not
need to know Bob’s channel Hb

m .
This attack is effective against almost all physical-layer

secure transmission schemes. The primary reason is that the
condition (4) has to be satisfied in order for Bob to detect
bm(n) from the randomized signals. There are two ways to
mitigate this attack: 1) ensure Mt > Me so that (He

m)+He
m

is far away from I; and 2) reduce N and scramble bm(n) so
that Eve can not get enough known symbols bm,n,d . The new
scheme is designed to exploit both ways to guarantee security.
The random antenna selection also plays an important role.
Note that Bob does not need many pilot symbols thanks to
the simplified signal model (8).

Without sufficient amount of known symbols in one session,
Eve may consider all the sessions to accumulate known
symbols. This means Eve needs to work on the extended model

xe
m(n) = H̃e s̃m(n) + ve

m(n), (17)

where the Me×MA matrix H̃e includes the channel coefficients
from all the MA transmit antennas to Me receiving antennas,
and the elements of the MA × 1 dimensional signal vector
s̃m(n) are either zero or equal to those of sm(n). In this case,
thanks to Alice’s random antenna selection, it is impossible for
Eve to combine all the known symbols together to estimate H̃e.

Consider the extreme case that Eve knows H̃e. Because Me

is much less than MA , Eve can not estimate s̃m(n) reliably
through inverting H̃e. However, because there are only Mt

non-zero elements in s̃m(n), Eve can try compressive sensing
to estimate s̃m(n). Compressive sensing requires that

Me > cMt log MA (18)

with some constant c. Obviously, Alice can use a sufficiently
large Mt to mitigate this attack.

Consider another even more extreme case that Eve knows
both H̃e and a sufficient number of elements of s̃m(n). Because
of the increased sparsity, Eve may be able to estimate s̃(n) in
this case. Then, Eve can extract sm(n) from s̃(n) and try to
estimate bm(n) from

sm(n) = Wm(n)bm(n) + ṽe
m(n), (19)

where ṽe
m(n) is the estimation error. In this new scheme, the

randomized pre-coding is strengthened specifically to mitigate
this attack. Because Wm(n)bm(n) has Gaussian distribution,
Eve has to find both Wm(n) and bm(n) by solving (12). This
is infeasible because (12) is highly nonlinear and has a secret
time-varying matrix Cwb

m .
Finally, Eve may use exhaustive search to assist eaves-

dropping. First, instead of relying on (15), Eve may test all
possible gm exhaustively. Since Alice can increase Mt at low
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Fig. 2. Secrecy rate as function of Bob’s SNR. New, New+10%err,
New+15%err, New+20%err: New scheme under 0, 10%, 15%, 20% chan-
nel reciprocity errors. RandTran [3]: scheme of [3]. AN [10]: scheme of [10].

cost, this attack can be easily made computationally infeasible.
Even a binary quantization of the gm elements leads to O(2Mt )
complexity. Second, to combat Alice’s random antenna selec-
tion, Eve may search exhaustively over all possible antenna
selections. Nevertheless, for each possible antenna selection,
Eve still needs to solve either (16) or (19), which has been
shown as infeasible.

Therefore, the new scheme can guarantee transmission
security, and this is also true in case of multiple eavesdroppers.

IV. SIMULATIONS

Simulations were conducted to evaluate the new secure
transmission scheme and to compare it with the schemes
in [3] and [10]. Secrecy rate and bit error rate (BER)
were used as performance metrics. Parameters were set as
MA = 256, Mt = 20, Ma = 10, Mb = 4, M = 100 and
N = 1000. Each secrecy rate or BER value was obtained as
the average of 100 runs of the simulations. Channels were
generated randomly. There were three stealthy eavesdroppers,
each assumed to have noise-free signals and to apply all the
N transmitted symbol vectors as pilots for channel/equalizer
estimation.

In the first experiment, Alice’s transmission power was fixed
and Bob’s noise power was adjusted to generate various SNRs.
Each eavesdropper used Me = 8 RF chains. Imperfect channel
reciprocity was also simulated, where Hb

m = (Ha
m)T + �Hm

and the percentage of channel reciprocity error was defined
as ��Hm�/�Hb

m�. Simulation results are shown in Fig. 2.
It can be seen that the new scheme was able to achieve high
secrecy rates even in case of significant reciprocity errors.
In comparison, the scheme of [3] had much lower secrecy
rates because it did not use hybrid massive MIMO and because
Eve was able to estimate CSI to some extent. The scheme
of [10] failed because the existence of more than one stealthy
eavesdroppers violated its ideal assumptions.

In the second experiment, Eve’s RF chain number changed
between Me = 10 and Me = 18. In this case, to enhance
security, Alice’s transmission power was increased by 5dB,
10dB and 15dB over the first experiment. Session length was
reduced to N = 20 and N = 40 to degrade Eve’s equalization
capability. Results in Fig. 3 show that Eve suffered from a
high BER and thus failed eavesdropping.

Fig. 3. Eve’s BER as function of Me , evaluated when Alice used various
transmission powers and session lengths N .

V. CONCLUSIONS

This letter develops a practical physical-layer secure trans-
mission scheme by using hybrid massive MIMO with a
large number of dumb antennas to overwhelm eavesdroppers.
With random antenna selection and signal randomization, this
scheme is shown secure against multiple stealthy eavesdrop-
pers. This scheme can be used to realize physical-layer security
in many practical wireless communication scenarios.
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