Leveraging the Uniqueness of Hardware Sensor Fingerprints
for Spoofing-Resistant Mobile Device Authentication

Mobile device fingerprints are one answer to
the “quest to replace passwords”."2

Multi-factor authentication

Hardware-based fingerprints naturally
reflect "something the user has”

Every camera has its own highly unique
sensor noise fingerprint3

Stable and repeatable

May augment existing authentication
protocols based on visual codes

Caveat: fingerprint leakage in public images

Sensor fingerprint estimate can be obtained
from any image(s), by anyone

Fingerprint spoofing made easy

Digital camera fingerprints are ideal candidates:
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ﬂ)ur Approach: Fragile Camera Fingerprints

Assumptions
 Alice’s smartphone can capture RAW images,;
* Alice shares JPEG images in public only; i.e.,

Implications: Exploit Asymmetries
« Camera verification based on fingerprint

* Eve is confined to estimate fingerprint from JPEGs D

components that are fragile to JPEG compression

. (Quiring & Kirchner, IEEE WIFS 2015)
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Challenges
* Fingerprint reuse across different services * Non-ideal image capture conditions
e Storage/communication overhead * Fingerprint theft / revocation )
'Bonneau et al., IEEE S&P 2012; 2Alaca & van Oorschot, ACSAC 2016; 3Fridrich et al. 2005-16
Interested in meeting the PIs? Attach post-it note below!
& e - : : .
iy - National Science Foundation INGHAMTON

WHERE DISCOVERIES BEGIN

UNIVERSITY



