Header for SPIE use

Further Attackson Yeung-MintzerFragile Watermarking Scheme

a Jir iFr idr ich, b MiroslavGo ljan, and c Nasir Memo n

a Departmentof Systems Science and Industrial Engineering,SUNY Binghamton, Binghamton, NY

b Department ofElectrical Engineering,SUNY Binghamton,Binghamton, NY

c Departmentof Computer Science,Polytechnic University, Br ooklyn, NY

ABSTRACT

In this paper, we describe newand improved attackson the authenticationscheme previou sly proposed by Yeung and

Mintzer [1].Previous attacks assumed that thebinary watermark logo inserted in animagefor the purposes of authentication

was known.Here we remove that assumption andshow howthescheme is still vulnerable, even if the binary logo is not

knownbut the attacker has access to multiple images that have been watermarked with the same secret key and contain the

same (but unknown)logo. We present twoattacks. Thefirst attack infers thesecretwatermark insertion function and the

binarylogo, given multiple images authenticated with the same key and containing thesamelogo. We showthat a verygood

approximation to the logo and watermark insertion function can be constructed using as fewas two images. With colo

images, one needs many more images ., nevertheless the attack is still feasible. The second attack we present, which wecall

the ‘collage-attack´ is a variation of the Holliman-Memon counterfeiting attack. The proposed variation does not require

knowledge of the watermark logo and produces counterfeits of superior qualityby means of a suitable dithering process that

we develop.

1. INTRODUCTION

Yeung and Mintzer [1] proposed the following method for authentication of digital images. The process of image

authentication starts with a secret keythatisused to generate a keydependent binaryvalued function f , f : {0, 1, �, 255} ®

{0,1}, that maps integers from 0 to 255 to either 1 or 0. For color images, three such functions (or binary lookup tables), f R ,

f G , f B , onefor each color channel,are generated. These binaryfunctions are used to encode a binarylogo L . In order toembed

a watermark, grayscale images are perturbedto satisfy the following expression

L ( i , j ) = f g ( g ( i , j ))for eachpixel ( i , j ). (1)

For an RGB image,the three color channels are perturbed toobtain

L ( i , j ) = f R ( R ( i , j )) Å f G ( G ( i , j )) Å f B ( B ( i , j ))for each pixel ( i , j ). (2)

In addition tothis process, since original pixel values are modified during watermark insertion, Yeung and Mintzer use error

diffus ion to maintain proper average color over theimage in any local region. Although the error diffusion step is crucial in

suppressinganyannoying artifacts that mightbe introduced duringwatermarkinsertion, it is notofinterest in our discussion.

Thisis because, for all practical purposes, theimage that is obtained after watermark insertion is treated as ‘‘the’’ original

image whose integrityis to be verifiedbysubsequent extraction of the embeddedwatermark logo andchecking it for an

modifications. Hence any changes made while arriving at this ^original~ image are notof interestto a potential attacker.

Furthermore, in later versions ofthe technique, Yeungand Mintzer also scramble the binary logo prior to embedding. Again

this scrambling process is not relevant to the type of attacks described here and hence for the sake of brevity we chose to

ignore it.

Oncea watermark is inserted,image authenticity is then easily verified by checkingtherelationship L ( i , j )= f g ( g ( i , j ))for each

pixel ( i , j ). Note that the authentication process requires knowledge of the binary lookup tables or the secret key used to

generatethem.

There are some obvious advantages of this approach. First,the logo itself can carry some useful visual information aboutth image or its creator. It can also represent a particular authentication device or software. Second, bycomparing the original logo with the recovered one, onecan visualy inspect the integrity of the image and readily identify cropping. Third, the authentication watermarkisembedded notonly intheLSB´sof theimage but somewhat deeper ± 5gray scales).This makes it somewhatmore secure and harder to remove. Fourth, the methodis fast, simple, and amenable to fast andcheap hardware implementation. This makesit very appealing for stillimage authentication in digital cameras or for authentication of digital video.

However, in order to use this authentication scheme in digital cameras, oneneeds to clarifythe important issue of key(and logo) management. To the best knowledge of the authors, this issue has not been properlyaddressed in the literature before.

In Section 2, we demonstrate that if the same logo and key are reused for several images, one could easily reconstruct the logo as well as the binary lookup tables from a relatively small number of images. One possibility how to make this attack more difficult to mount is to let the binary functions depend not only on the colors but also on the pixel positions i , j as suggested in [5]. That thismeasure is not enough is demonstrated in Section 3 in which we present another counterfeiting attack (the collageattack) and optimize its performance. The collage attack was introduced first by Holliman and Memon in

[2] as a special case of a substitution or counterfeiting attack,which applied to a large class of bl ock-based watermarking techniques.However,Holliman and Memon assumed the attacker knowsthe binary logo.Here we demonstrate that the attack can still be carried out even if the logo is not known. Furthermore, we develop special dithering techniques to improve the quality of the counterfeit that is constructed. We demonstrate howthe qualityof counterfeit images (an aspect ignoredb

Hollimanand Memon) can be significantly improved with the proposed dithering process. Finally, in Section 4 we conclude the paper and discuss simple modifications that can be made to the Yeung-Mintzer scheme to prevent the kind of attacks described here.

2. INFERRING THE SECRET BINARY FUNCTION AND THE WATERMARK LOGO

Recently, Memon,Shende and Wong [5] showed that theuncertaintyin thesecretbinary functions or lookup tables f R (), f G () and f B () can be significantly reduced given a sequenceof watermarked images containing thesame logo,whichwas assumed to be known. In this section we show that knowledge of the logo is not necessary. Firstwe showthat for grayscale images the look-up tables can be mostly reconstructedusingas few astwo images. For thecolor case we need many more images or the watermark imageneeds tohave sufficient ^structure~.

Case 1: Gray scale images -

Ifthesamelogolookup tables are used for multipleimages, both the logo and the binary functionscan be almost completely recovered from as fewas twograyscale images. Given two watermarked grayscale M ´ N images U and V with grayscales u and v , watermarked with thesame secret ke K and a binarylogo B , one canwrite

L ( i , j ) = f g ( u ( i , j ))= f g ( v ( i , j ))for eve ry pixel ( i , j ). (3)

Thisconstitutes M ´ N equations for 256 unknowns f g (0), f g (1), �, f g (255). Most of the equations are redundant and, depending on theimage, there maynot be a unique solution f g . We can start with the set {0, 1 , .., 255} divided into 256 subsets, each subset having exactlyone grayscale level. Then, the firstequation, f g ( u (1,1)) = f g ( v (1,1)), tells us that the values of f g are the same for both u (1,1) and v (1,1). Thus, we can group together thesetwo gray levels because the value of the binaryfunction f g is the same for both.Gradualy, the 256 subsets will start to coalesce into a smaller number of larger subsets. Attheend, there willbe twolarge subsets, one corresponding to f g =0, the other to f g = 1, and several other sets for which the value of f g is undetermined.

Totest theplausibility of this idea,we have performed experimentswith severalgrayscale images.Two test images 256 ´ 256 have been watermarked with the same binarylogo and the samebinaryfunction f g . Thesyst em of equations (3) was then solved torecoverthebinary function f g . Three test images,’Lena’, ’Airfield’, and’Bridge’, are shown in Figures 1 - 3. Using the images ’Lena’ and ’Airfield’, we were able to determine 243 values for f g . Combining the watermarked images ’Airfield’ and

’Bridge’ gave us 232 values for f g . Thisis an unacceptable leakof information, which clearly indicates thatthe binary lookup table andthelogoshould not bereused for more than one image. With increasing number of available images, the numberof correctly recovered valuesof the binary function f g quickly saturates at 256.

Figure 1 Testimage ’Lena’ Figure 2 Testimage ’Airfield Figure 3 Testimage ’Bridge’

Case 2: Colorimages : In [5], Memon, Shende and Wong showed that if the binarylogo L is knownthan the

uncertainty in thebinary function f R , f G , and f B can be significantly reduced. They concluded that, in some cases, the binary

look-up tables can be reducedto as few as fourpossibilities, given asingle image. However, asweshow here, knowledge of

the binarylogo L is reallynotnecessary. Thebinary functions f R , f G ,and f B can stillbe mostly reconstructed provided wehave

a sufficient number of images containing thesamelogoand watermarked using the same key. That is, a similar attack asth

grayscale case described above can also be mounted for color images, although the number of images needed for

reconstructing the binaryfunctions f R , f G , and f B is much higher.This isbecause whereas in the grayscale image casewe had

256 sets tobeginwith, inthecolor case we have as many as 2 24 for 24bit images. Assuminga 24bit color image for the sake

of discussion, westart with thecolors (0 , �, 2 24 - 1) partitioned into 2 24 sets, with each color being in a separate set. Then,

given a sequence of images X 1 , �, X k , let X i,j denote theset of pixels in the sequence at location ( i,j ). If the same logo is

embedded in each image in thesequence X 1 , �, X k then allthe pixels in the set X i,j maptothe same value L ( i , j ), which can

be either 0 or 1.Now iftwo such setssay X i ,j and X k,l have a non-empty intersection, then clearly all pixelsin thesetwo sets

again map tothe same valueandhence can be grouped together. We continue inthismannergrouping together sets that have

a non-emptyintersection and stop when we have all pixels partitioned into exactly twosets. In practice we do not expect to

get exactly two sets but if most of the pixels fall intotwo sets then we have significant information about the binary lookup

tables. That is,we knowthe value of f R ( × ) Å f G ( × ) Å f B ( × )for alarge majority ofRGB triples. Note thatthiswould be sufficient

tomakemodifications toanimage and still haveit authenticate. However we stilldonotknow the individual functions f R , f G ,

and f B . These can be deduced by using the techniques given in [5] or by directly solvinga system of M ´ N linear equations in

mod 2 arithmetic. No formal analysis of this issue has been performedas yet. The authors believe that the fact thatth

watermarking technique has certain serious security weaknesses forgray-scale images is a sufficient argument fo

modification

Note thatreplacing the linear expression (2) with amore complicated expression involving quadratic or other non-linearity´s

with the hope to make the numerical solutionof the system of equationsimpractical, is not likely tobring a significant

improvement. This is because the numberof equations exceeds the number ofunknowns by a large margin and the values of

thenonlinear terms can simplybe added as another set ofunknowns.In Section 4, we proposebetter countermeasures agains

this attack.

3. THECOLLAGEATTACK

The second problem described in this paper is actuallycommon to all watermarking schemes in which the watermark is

embedded locally and does notdepend on theimage index. Thisattack will apply to even more general schemes in which th

binaryfunction depends not onlyon the graylevel (color) but also on the pixel position i , j in the image. We callthe attack

the collage attack . The collage-attack isa variation of theHolliman-Memon counterfeiting attack on blockwise independent

watermarking techniques [2].However, in their attack of the Yeung-Mintzertechnique, Holliman and Memon had assumed

the watermark logois available totheattacker. In this paper,we showthatthe attack is possible even when the binary logo is

not known.In this case the attacker just needs a larger number of imageswatermarkedwith the same key and logo.

Furthermore, Hollimanand Memondid notconsiderthe qualityofthe reconstructed image in their attack.Herewe showthat

unless care is taken the counterfeit image could be of poor quality. We then give techniques for producing high qualit counterfeitimages.

The basic ideabehindthecollage attack is to createa newimage from multiple authenticatedima ges by combining portions of different imageswhile preserving their relative spatial location within the image. More generally, given multiple M ´ N images I 1 , I 2 , �, I n authenticated with thesame logo and binaryfunctions,we can construct a new image (a collage) J by selecting pixels from all n images, whilepreservingtherelative locationof the pixels in theimages:

J ( i , j )= I k ( i , j ) for some k Î {1, �, n } and all ( i , j ).

The newimage J will be authentic if its authenticityis checked with the same logo and binaryfunctions used fo authenticating images I 1 , �, I n . Given a large number of images I 1 , I 2 , �, I n with RGB col ors ( R k ( i , j ), G k ( i , j ), B k ( i , j )), k = 1,

�, n , a pirate can take an arbitrary image I with RGB col ors ( R ( i , j ), G ( i , j ), B ( i , j )), and create an approximation to I by selectingthe closestcolors from all n images for everypixel

( R , G , B ) = ( R k , G k , B k ) with k = min arg k { ( R - R k ) 2 + ( G - G k ) 2 +( B - B k ) 2 }, (4) where thelast expression needstobe evaluated for every pixel ( i , j ). In thenext sub-sectionwe calculate the expected value of the difference || I - J || (in square norm) depending on the number of images in the database, n , based on some simple assumptionsabout the images. We then introduce a modified dithering algorithm to further improve the visual quality of the forgery J . The sectionis closed with several examples of forgeries generatedfrom a database containing n = 20, 80, and 300 images.

Calculation of ExpectedDistortioninCounterfeit: We modelthestatistical distribution of colorsinthe images simply as a uniform distribution of colors in thecolor cube. In what follows, we also assume that the space ofall possible RGB colors is scaled to a unit cube C and that thecolor values are triples of real numbers. Let D be the distance between two randoml chosen colors in thecolor cube C . Thefunction F ( x ) = P ( D < x ) isa non-decreasing probability distribution function with

F (0) = 0, F ( a )= 1 ( a = Ö 3 for Euclidean metric in thecolor cube and a = 1 for the maximalmetric). We further denote F ³ ( x )

= P ( D ³ x ). Theexpectedvalue E ( D )ofthe distance between tworandomlychosen colors in C is dx

a x F

a dx x F x D E ò ³ = ò =

0

) (

0

) (’ . ) ( .

We approximate the averageerror due to quantization in Eq. (4)as the expected value of the distance between a randoml chosen color and the nearestcolor out ofother n randomly chosen colors dx x F n D E

a n ò

³ =

0

) ( ) , ( .

The probabilit F ³ ( x ) = P ( D ³ x )= ò

Î

Ç

C z

C x z B V ) ) , ( ( dz = 1 - 4/3 p x 3 + O ( x 4 ), where V ( ) denotes the volume and B ( z , x )is a ballwith centerin z and radius x . Tofind out about asymptotic behaviorof this integralforlarge n , it will become clear that it is sufficient to calculate the cubic termonly. Now we need tofind the asymptoticexpression fo E ( D , n )forlarge n :

dx x O x dx x F n D E

a n

a n ò ò + - » = ³

0

4 3

0

)) (

3

4 1( ) ( ) , ( p .

The asymptoticbehaviorofthis integralforlarge n canbeobtainedusing the well-known Laplace technique [4, pp. 36]

3 3 3 3 1 1 554 . 0 1 3 )

3

1 (

6

1 )

4

3 )(

3

1 (

3

1 ) , ( n n n

n D E = G = G » p p .

Finally, the average mean square error between the original image I and itsforgery J obtainedfrom a databaseof n images is

|| I - J || = 3 2

1 307 . 0

,

2 )] , ( ) , ( [ 1

n j i j i J j i I

MN

» å - .

Improving Counterfeit Quality by Error Diffusion: It is possible to improve the visual appearance of the forgery b

diffusingthe quantization error using a mechanism similarto error diffusion. However, the standarderror diffusion does not

work well in this case because the palette is different for every pixel and the palette color distribution does not fill out the

col or cube uniformly. The resulting effect is that error diffusion mechanism causes a "spillage" of colors when the di ffusion

comes toa boundary between two colors. This leads to poor forgeries that actually look worse thanthe simple approximation

based on Eq. (4). To fix this problem, we employ a dec ay fac tor that suppresses the error and avoids the above-mentioned

spillageof co lors.The new colo c i ’ at pixel i can be expressed usingthe originalcolo c i as

c’ i =c i - decay ´ erro i erro i = | closest_color i - 1

- c’ i - 1 | .

We note that decay=1 in theclassical error diffusion technique. The purpose of the decayfactor is to prevent the error from

growing due to alack ofcolors ata given pixel. Theerror grows especial ly fast in regionscontaining a uniformcolor c while

the available colorsfromtheimage databaseare all far fromthatcolo c . This happenswhen the colo c is located close toa

face, an edgeor the vertex of the color cube. Let us look atthe case of the vertex first. Let D v be the distance of a randoml

chosen color froma vertex. Wehave

P ( D v ³ x ) = (1 - 4/3 p x 3 /8) , for x £ 1.

The expressionfortheprobability becomesmore complicated fo x > 1 but, fortunately, it is enough tonotice that

max ( P ( D v ³ x ))= m < 1 for 1< x £ Ö 3

to obtain

) ( ] ) 2 (

3

4 1[ ) , (

1

0

3 n n v m O dx x n D E + - = ò p .

Therefore

) , ( 2

2 / 1

0

] 3

3

4 1[ 2

1

0

] 3 ) 2 (

3

4 1[ ) , ( nDEdt n t dx n x n D E v = ò - = ò - » p p .

The expected valuesfor an ^edge~ and ^face~colorscan be calculated similarly:

) , ( 3 4

4 / 1

0

] 3

3

4 1[ 3 4

1

0

] 3

3

4

4

1 1[ ) , (

3

n D E dt n t dx n x n D E e = ò - = ò - » p p ,

) , ( 3 2

2 / 1

0

] 3

3

4 1[ 3 2

1

0

] 3

3

4

2

1 1[ ) , (

3

n D E dt n t dx n x n D E f = ò - = ò - » p p .

The accumulatederror afterprocessing K pixels in a rowbecomes

erro i +K

£ decay ´ ( erro i + K - 1

+ decay ´ ( erro i +K - 2

+� +decay ´ error i )) <

< decay ´ erro i +K - 1

+ decay 2 ´ erro i +K - 2 +�

Because E ( erro i +K

) £ E ( D v , n ), we have

E ( erro i +K ) £ decay /(1 - decay ) ´ E ( D v , n )for all K .

Original image Original image

Forgerywithout diffusion (20 database images) Forgerywithout diffusion (20 database images)

Forgerywith diffusion (20 database images) Forgerywith diffusion (20 database images)

Figure 4 Examples of two images andforgeries obtainedusing the simple approach based on Eq. 4(withouterror diffusion) and with the diffusion and the optimal decay factor (withdiffusion). Only 20 databaseimages were usedi this Figure.

Thiserror should not grow above certain maximal value during our dithering process. In particular, wedonot want to obtain

a color outside the color cube. Thus,we require that the error be smaller than one half of the diameter of the cluster of

available colors [ Ö 3 - 2 E ( D v , n )]/2. Thisgives us an upper boundfo decay :

decay/ (1 - decay ) ´ E ( D v , n ) £ [ Ö 3 - 2 E ( D v , n )]/2,or

decay £ 1 - 2/ Ö 3 E ( D v , n ).

On the other hand, the decay should not be too small otherwise no error would be diffused to neighboring pixels.

Consequently,we choose the decay value equalto theupper bound

decay = 1 - 2/ Ö 3 E ( D v , n ) =

3 2 3

4 1

n b - , where 554.0 6 )

3

1 (

6

1 3 @ G =

p b .

Our numerical experimentswith different images and deca yfactors indeed confirmed that thisvalue of deca ygives us the

most pleasing results (see Figure 4, 5, and 6). We have performed a series of experiments on a database consisting of 300

col or imageswith 350 ´ 250 pixels. As these figures show, the improvement obtained bythe proposed diffusion process is

indeed significant, especially when fewer images are available for constructinga forgery.

Forgerywithout diffusion (80 database images)

Forgerywithout diffusion (80 database images)

Forgerywith diffusion (80 database images) Forgerywith diffusion (80 database images)

Figure 5 Examples of two images andforgeries obtainedusing the simple approach based on Eq. 4(withouterror

diffusion) and with the diffusion and the optimal decay factor (withdiffusion). Total of 80 databaseimages were used

in thisFigure.

Original image Forgerywith diffusion (300 database images)

Original image Forgerywith diffusion (300 database images)

Original image Forgerywith diffusion (300 database images)

Figure 6 Examples of images andtheirforgeriesobtained using a database of 300 images and error diffusion with a decayfactor.

4. CONCLUSIONANDCOUNTERMEASURES

There are several possibilities how to prevent the attacks described in Sections 2 and 3. In [5] Memon, Shende and Wong

suggest making the watermark extraction function dependent on the position of the pixel This can be done, for example by

adding two more look-up tables f I and f J that takethe row index i and column index j and also output a zero or a one value

which arethen XOR’edwiththevaluesproduced by the f R , f G and f B look-up tables toyield thewatermark bit. In otherwords,

we have

L ( i , j ) = f R ( R ( i , j )) Å f G { G ( i , j )) Å f B ( B ( i , j )) Å f I ( i ) Å f J ( j ).

Although theabove strategy makes the attacks outlinedin section 2ineffective, itis notenough to prevent thecollage attacks

presented in Section 3.

It appears that the simplest solution wouldbe to makethewatermark depend onan image index. This would solvethe collage

attack completely, and since the binaryfunctions f and the logo L can alsobe made index-dependent,we could not applythe

first attack either. However, now weneed the index in order to authenticate the image. An exhaustive search may not be a

plausible approach because of a potentially large number of authenticated images (video-frames, for example). A better idea

would be toembed theindex in the image using a key uniquely associated with a particulardigital camera ora movie.

The index cannot be embedded in thewhole image because tampering with a portion of the image would result in a

conclusion that the whole image has beentamperedwith. Thus, the index needs to be embedded multiple times in small

blocks. The index, however, should be embedded in a robust manner so that the correct index is extracted even from slightl

modified blocks. However, robust embedding leads to larger distortion contributing to the distortion due to the fragile

watermark. Obvious ly, the robust watermark must be embedded as the first watermark. To achieve at least moderate

robustness of the index watermark, we may have to increase the block size toat least 64 ´ 64 pixels. Assuming theindex can

be captured using 32 bits,we are taking a potentiallylarge risk that tampering with a veryspatiallylocalized block feature

will causean erroneous index extraction. Increasing the block sizewill negati vely influence the abilityof the authentication

scheme tolocalize changes.

Hencewe propose a different approach to thwart the attacks described in Sections2 and 3. We observe that making the

binaryfunction f depend on more than one pixel can thwart the first attack. For example, assumingwe are scanning the

picture by rows, we can include a fixed random collection of neighbors from the portion of the image thathas already been

modified. Thelookup tables can be replaced with a mapping derived from a secure blockencryption algorithm to prevent

attacks based on calculating the lookup tables. The attack described in Section 2 will not be successful for this scheme

because of a large number of possible combinations of values of the binary function f . It is also not knownwhich pixels

contribute to thecurrent pixel. On top of this, thesecure block encryption algorithm provides additional feature of securit

making the first attack impractical.

Toenable detectionofcollages, we need to embedthe image indexintotheimage. Wesuggest to embed this index i nto every

small, 32 ´ 32 block intorandomly chosen pixels (the selection of pixels is the same for ever yblock). The embedding of the

index can be integrated into the authentication scanning process described in the above paragraph simply by making an

additional requestwheneverwe are at a pixel that will carry information about the index. We request that not onl f ( p ) =

Logo( p ) but also g ( p )= index bitfor some function g .

In theauthentication step, we first apply the detection function forthe fragile watermark and by looking at the logo,we can

identify portions of the image that have been tampered with. We can also determine if the image has been cropped and

identify boundaries of collaged portions from multiple images. To find out if the collaged portions came from different

images, the image indices arerecoveredfrom each 32 ´ 32 block.

ACKNOWLEGEMENTS

The work on this paper was partially supported by Air Force Research Laboratory, Air Force Material Command, USAF,

under the grants number F30602-98-C-0176 and F30602-98-C-0009. The U.S. Government isauthorized to reproduce and

distribute reprintsfor Governmental purposes notwithstanding any copyright notation there on. The views andconclusions

contained herein are thoseof the authorsand should not beinterpretedas necessarily representing the official policies, either expressedor implied, of Air Force Research Laboratory, or the U. S.Government.

REFERENCES

[1] M. Yeung, and F. Mintzer."An Invisible Watermarking Technique for Image Verification", Proc. ICIP’97 , Santa

Barbara, California, 1997.

[2] M. Holliman and N. Memon. ^Counterfeiting attacks for block-wise independentwatermarking techniques.~ To.appear in IEEE Transactions on ImageProcessing , March 2000.

[3] M. Holliman, N. Memon, andM.M. Yeung, "On theNeed for Image Dependent Keys for Watermarking ", Proc. Content

Security and DataHiding inDigitalMedia , Newark, NJ, May14, 1999.

[4] A. Erdélyi, AsymptoticExpansion , Dover Publications, Inc., NewYork, 1956, pp. 36.

[5] N. Memon, S. Shende andP. Wong.^On the security of the Yeung-Mintzer AuthenticationWatermark . Proc. ofthe IS &

T PICS Symposium , Savannah, Georgia, March 1999.